IPSEC LAB

Part 1:1PSec connection with Manual Keying in the same subnet (Transport mode)

The goal of this part of the lab is to establish an IPSec connection between
M1(192.168.100.2) and M3 (192.168.101.2) within the same (inner) subnet. The topology of the
network is shown below.
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Setkey is a small utility used to read and write to the security policy. The configuration for
each of the machines requires creating and setkey.conf file. This configuration file contains the
Security Association Database (SAD) and the Security Policy Database (SPD) entries.

1. Steps taken to configure the hosts:
Below is the setkey.conf file for M1. The setkey.conf file for M3 is identical, except for the

security policies section, which had “—P out” instead of “—P in” and “~P in” instead of “—P out”
indicating the change in direction for the policies.

# Configuration for 192.168.1002(M2) - > 1
# Flush the SADandSPD e > 2
flush; > 3
spdflush; e > 4
# ESP SAs using 192 bit long keys (168 + 24 parity) ~ —e—ee- > 5
add 192.168.100.2 192.168.101.2 esp 0x201 -E 3des-cbc ~  ------ > 6
Ox7aeaca3f87d060al2f4a4487d5a5c3355920fae69a96¢831 --—--- > 7
-A hmac-md5 0xc0291ff014dccdd03874d9e8e4cdf3e6;  --—--- > 8
add 192.168.101.2 192.168.100.2 esp 0x301 -E 3des-cboc ~  --—--- > 9
Oxf6ddb555acfd9d77b03ea3843f2653255afe8eb5573965df - > 10
-A hmac-md5 0x96358¢c90783bbfa3d7b196ceabe0536b;  ------ > 11
# Security policies e > 12
spdadd 192.168.100.2 192.168.101.2 any -P out ipsec =~ --—--- > 13
esp/transport//require; e > 14
spdadd 192.168.101.2 192.168.100.2 any -P inipsec ~  --—--- > 15
esp/transport//require; e > 16

setkey.conf file for M1 (192.168.100.2)

The setkey file has two blocks. The first part deals with configuring the IPSec security associations
while the second part is used for configuring the security policies.

We first flushed the previous configuration settings (if any) and configured the Security
Association Database parameters as follows.

We configured IPSec to use the ESP protocol to set up the SA and we chose Triple DES in
Cipher Block Chaining mode for encryption. We also set the security parameter index (SPI) for this
connection and this setting is shown in Line 6 of the configuration file. Line 7 contains the associated
key for it.



Similarly, for integrity and authentication, we used HMAC as the protocol of choice with
MD?5 as its underlying hash function. This and the associated key is displayed in Line 8 of the
configuration file.

Lines 9-11 contain the required configuration settings for the SA in the other direction. The
encryption and authentication keys for this SA are different from those used for the previous SA.
Observe that we have 4 different keys, two keys for encryption and the other two for integrity.

We configured the Security Policies in the following way

Using the keyword spdadd we specified the two end hosts which would be taking part in
the IPSec connection and gave the SA and direction (OUT since the configuration file is on M1). Also
we specified that the SA should be set up using the transport mode and the ESP protocol. This is shown
in Lines 13 and 14. Lines 15 and 16 specify the other direction (IN).

2. IPSec provides the following services in this example:

e Confidentiality, since we are using the ESP protocol which encrypts the IP payload unlike the
AH protocol. We set the encryption key in the setkey.conf file

e Integrity and Authentication, since we used the HMAC protocol. A hash of certain fields is
created and verified at the other end . If they do not match then the message is discarded.

e The cryptographic protocols that are being used are described in the configuration file.

Once the setkey.conf file is ready, we used the setkey -f /etc/setkey.conf command to load
the SAs and SPs into the databases . All packets sent between M1 and M3 will henceforth be IPSec
protected. We initiated a connection from M1 (192.168.100.2) to M3 (192.168.101.2) using the PING
command. The following is a screenshot of one of the captured packets.



¥, . Tima Souroe Destration Frotocel | Infa
3 0.000110 19‘ 155 101.2 192,168, 100, 2 ESP ESP {sp:-aann¢n¢3n1j

ESP  E5P (5PI uxmwmn

- 4 ! = s L0 AL . 2
50, 99&91" 19‘ lﬁE 101.2 152.168.100.2
& 1.000092 192,166, 100. 2 192.166.101. 2 E5SP ESP (SPI=0x00000201)
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10 19, 654569  192.168,100.2 192.166.101. 2 ESP ESP (SPI=0x00000201)

i Frame & (122 bytes on wire, 88 bytes captured)
¢ Ethernet I1I, Src: Xensourc 14:79:00 (00:16:3e:14:79:01), Dst: Xensourc_14:80:02 (00:16:3e:14:80:02)
i Internet Protocal, Src: 192.168.100.2 (192.168.100.2), Dst: 192.168.101.2 (192.168.101.2)
version: 4
Header length: 20 bytes
# oifferenciated Services Fleld: Ox00 (DSce Ox00: Default: ECwm! Ox00)
Total Length: 108
identificarion: Owedss (59734)
# Flags: Ox00
Fragment offset; 0
Time to live: &4
Protocol: ESP (0x32)
¥ Header checksum: Oxdébs [correct]
Source: 192.168,100.2 (192.168.100.2})
pestination: 192.168.101.2 (192.168.101.2)
# Encapsularing Security Payload
SPI: Ox0000201
Sequence: 11
Data (26 bytes)

3. No,the IP header is not encrypted. This is because we are using the Transport mode which runs
on top of IP. The length of the IP header is 20 bytes. All of the IP payload is encrypted while
the IP header itself is left untouched.

4. The protocol number for ESP is 0x32 in hex or 50 in decimal

5. No. Since the entire IP payload is encrypted, there is no way in which we can determine if the
higher layer protocol is TCP or UDP or ICMP.

6. The SPI for the SA from M1 to M3 is 0x00000201 while that for the SA from M3 to M1 is
0x00000301.

7. The sequence numbers are incremented by 1 in each of the SAs independent of each other.
8. Manual keying is useful if the encryption and authentication keys can be securely installed in

the communicating hosts. Hence, this is feasible only in small networks and fails completely in
the case of two unknown hosts requiring to communicate with each other.



Part 2: IPSec connection with Manual Keying between hosts in different subnets (Tunnel Mode):

In this part we have established an IPSec SA in the tunnel mode between 10.24.100.15 and
10.24.100.37 gateways. NAT was overcome using the given instructions. After the initial setup we sent
packets between 192.168.10.2 and 192.168.12.2 which were behind the 10.24.100.15 and 10.24.100.37
gateways respectively.

Tunnel mode guarantees security for information flowing within the tunnel which was
encrypted using the ESP protocol. Shown below is the network topology that we used.
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1. Shown below is the setkey.conf file that we used on 10.24.100.37 (M2). The setkey.conf file for
M2 of our partner group is identical, except for the security policies section, which had “~P out”
instead of “—P in” and “—P in” instead of “—P out” indicating the change in direction for the

policies.
# Configuration for 10.24.100.37 (M2 e >]1
# Flush the SADandspD e >2

flush; >3



spdflush; e >4

# ESP SAs using 192 bit long keys (168 + 24 parity) - >5
add 10.24.100.15 10.24.100.37 esp 0x015ed985 -m tunnel -E 3des-cbc------ >6
Ox7aeaca3f87d060al2f4a4487d5a5c3355920fae69a96¢831 - >7
add 10.24.100.37 10.24.100.15 esp 0x04786b7e -m tunnel -E 3des-cbc------ >8
Oxf6ddb555acfd9d77b03ea3843f2653255afe8eb5573965df - >9

# Security policies e >10
spdadd 192.168.12.0/24 192.168.10.0/24 any -P out ipsec - >11
esp/tunnel/10.24.100.37-10.24.100.15/require; ~ —==ee- >12
spdadd 192.168.10.0/24 192.168.12.0/24 any -P inipsec - >13
esp/tunnel/10.24.100.15-10.24.100.37/require; ~ -==-m- >14

Setkey.conf file on 10.24.100.37

The setkey file has two blocks in it and the first part deals with configuring the IPSec
Security Associations while the second part is used for configuring the Security Policies. We first
flushed the previous configuration settings (if any) and configured the Security Association Database
parameters as follows.

We configured IPSec in the tunnel mode to use the ESP protocol to set up the SA and we
chose Triple DES in Cipher Block Chaining mode for encryption. We also set the security parameter
index (SPI) for this connection and this setting is shown in Line 6 of the configuration file. Line 7
contains the associated key for it.

Lines 8-9 contain the required configuration settings for the SA in the other direction. The
encryption key for this SA are different from the previous SA.

We configured the Security Policies in the following way

Using the keyword spdadd we specified the two end hosts which would be taking part in
the IPSec connection and gave the SA and direction (OUT since the configuration file is on M1). Also
we specified that the SA should be set up using the transport mode and the ESP protocol. This is shown
in Lines 13 and 14. Lines 15 and 16 specify the other direction (IN).

We initiated the connection between 192.168.10.2 and 192.168.12.2 using PING.

2. IPSec provides only confidentiality in this case. We are neither using AH nor using
authentication/integrity services provided by ESP. This is not a very secure way to setup an



IPSec connection. The cryptographic protocol used in this setup is 3DES-CBC with a 192 bit
long key for encryption. We are using only the encryption option.

3. Since we are using the tunneling mode the original IP header is encrypted and a new IP header
is created which has the end points of the IPSec tunnel as the source and destination addresses.
The connection was initiated between 192.168.10.2 and 192.168.12.2, but the IP header shows
10.24.100.15 and 10.24.100.37 as the source and destinations respectively. The new IP header is
20 bytes long. The entire original IP payload is encrypted. Following is a screenshot showing
the same.
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Filter: | ~  Expression.. Clear Apply
No. | Tima | Source | Destination | Pratocol | Infa =
14 1.966176 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x015ed385)
15 1.908175 152.168.10.2 192.168.13.2 ICMP  Echo (ping) reguest
1 10 37 . 15 ESP ESP (! ¥
T v 15 T0. 29 37 ESP -

; 10.24. 5 EE 35 7 0
18 102,168, 2 .2 ICMP Echo (ping)

15 2.980505 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x047836h7e)
20 3.990105 10.24.100.15 10.24,100.37 ESP ESP (SPI=0x015ed985)
21 3.999135 192.168.10.2 192.168.13.2 ICMP  Echo (ping) reguest
22 3.960440 10.24.100.37 10.24.100.15 ESF ESP (SPI=0x047856h7e) I

® Frame 17 (150 bytes on wire, 150 hytes captured)
Ethernet II, src: xXensourc 14:14:01 (00:16:3e:14:14:01), Dst: Xensourc_14:80:01 (00:16:32:14:80:01)
B Internet Protocol, Src: 10. 0.15 €10.24.100.15), Dst: 10.24.100.37 (10.2 )
E Encapsulating Security Payload
SPI: Ox015ed985
Sequence: 2

& 14 80 01 00 16 3e 14 14 01 08 00
2 06 40 00 40 3/ 5h da Ua 18 b4 0

0010 S5hoda Da 18

00zZ0 e dd 85 00 00 00 02 43 56 fTe LA L OV
0030 d9 a3 08 Ze Sh 86 00 cf Oe 04 55 20 11 37 31 1§ e Lo uy. 71,
0040 of 4 ee 53 b9 28 of 1d 0d eb ee db 44 od <1 5F PRS- T Do

0050 a8 18 ae fa 4d 25 dc a4 3¢ al <3 4d &4 47 fd od coeaME L < MdaE. .
0060 48 53 d3 a6 30 9 9e 91 56 cB hb& 50 b3 eb 595 37 HS..0... V..P...7
o070 fa 57 ff a9 6e 81 09 &F 53 12 3F 8F 85 al 50 7c .W..n..o 5.7...P]
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Inkernet Protocal (ip), 20 bytes P 48 D: 481 0 -

4. Yes, we are able to see ESP packets in both directions but only the incoming ICMP echo request
packet and not the response packet. This is because the incoming packet is decrypted at the
external interface M2 (10.24.100.37) while the outgoing packet is IPSec enabled at the internal
interface 192.168.12.1 and so by the time it reaches 10.24.100.37, it is already IPSec enabled.

5. If in the tunnel mode ESP authentication was used , then there would be no difference in the
extent of authentication provided by either of the protocols. AH authenticates both the IP header
as well as IP payload in both the transport and tunnel mode. In the tunnel mode, ESP
authentication would cover the original IP header as well as the IP payload.



Part 3: IPSec connection with Manual Keying between hosts in different subnets (Transport Mode):

In this part we have established an IPSec SA in the transport mode between 192.168.10.2
and 192.168.13.2 which are behind the 10.24.100.15 and 10.24.100.37 gateways. NAT was overcome
using the given instructions.

Transport mode guarentees end to end security since all the information between the hosts
192.168.10.2 and 192.168.13.2 was encrypted using the IPSec ESP protocol.

Shown below is the network topology over which this was done.
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2. Shown below is the setkey.conf file that we used on 192.168.13.2 (M3). The setkey.conf file for
M1 of our partner group is identical, except for the security policies section, which had “~P out”
instead of “—P in” and “—P in” instead of “—P out” indicating the change in direction for the

policies.
#Setkey configuration for 192.168.10.2:. e >1
# flush the SADandspD e >2

flush; >3



spdflush; e >4

#ESP SAs usin g 192 bitlong keys — —e—me >5
add 192.168.13.2 192.168.10.2 esp 0x201 -E 3des-cboc - >6
Ox7aeaca3f87d060al2f4a4487d5a5c3355920fae69a96¢831; - >7
add 192.168.10.2 192.168.13.2 esp 0x301 -E 3des-cboc - >8
Oxf6ddb555acfd9d77b03ea3843f26532558fe8eb5573965df; - >9

#Security Policies e >10
spdadd 192.168.10.2 192.168.13.2 any -P inipsec ~  ------ >11
esp/transport//require; e >12
spdadd 192.168.13.2 192.168.10.2 any -P out ipsec ~ --—--- >13
esp/transport//require; e >14

Setkey.conf file on 192.168.13.2

The setkey file has two blocks in it and the first part deals with configuring the IPSec
security associations while the second part is used for configuring the Security Policies. We first
flushed the previous configuration settings( if any) and configured the Security Association Database
parameters as follows.

We configured IPSec to use the ESP protocol to set up the SA. We chose Triple DES in
Cipher Block Chaining mode for encryption. We also set the security parameter index (SPI) for this
connection and this setting is shown in Line 6 of the configuration file. Line 7 contains the associated
key for it.

Lines 8 and 9 contain the required configuration settings for the SA in the other direction.
The encryption key for this SA is different from the one used for the previous SA.

We configured the Security Policies in the following way

Using the keyword spdadd we specified the two end hosts which would be taking part in
the IPSec connection and gave the SA a direction (IN since the configuration file is on M3). Also we
specified that the SA should be set up using the transport mode and the ESP protocol. This is shown in
Lines 11 and 12. Lines 13 and 14 specify the other direction (OUT).

2. IPSec provides only confidentiality in this case. We are neither using AH nor using
authentication/integrity services provided by ESP. This is not a very secure way to setup an
IPSec connection. The cryptographic protocol used in this setup is 3DES-CBC with a 192 bit
long key for encryption. We are using only the encryption option.



3. No,the IP header is not encrypted. This is because we are using the Transport mode which runs
on top of IP. The length of the IP header is 20 bytes. All of the IP payload is encrypted while the
IP header itself is left untouched. This is shown in the following screenshot.

il part3_transport_manual.out - Wireshark I o=
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BWeee pExwBBEevoTI|EEIaQaQn| @S x|
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HNo. - Time Source Destination Protocol | Info —

3302 ESP  ESP (SPI-0x00000301)

2 1.004328 152,168.10.2 . .13, =
3 1. 004411 152.168.13.2 152.168.10.2 ESP ESP (SPI=0x00000201)
4 1.004851 152.168.10.2 152.168.13.2 ESP ESP (SPI=0x00000301)
5 1.004887 152.168.13.2 152.168.10.2 ESP ESP (SPI=0x00000201)
6 1.005348 152.168.10.2 152.168.13.2 ESP ESP (SPI=0x00000301)
7 2.004202 152.168.10.2 152.168.13.2 ESP ESP (SPI=0x00000301)
8 3.004347 152.168.10.2 152.168.13.2 ESP ESP (SPI=0x00000301)
9 4. 004299 152.168.10.2 1562.168.13.2 ESP ESP (SPI=0x00000301) -

Frame 1 (122 hbytes on wire, 122 bytes captured)
[ Ethernet II, Src: xensourc_14:80:03 (00:16:3e:14:80:03]), Dst: xensourc_14:81:01 (00:16:32:14:81:01)
[E Internet Protocol, Src: 192.168.10.2 (192.168.10.2), Dst: 192.168.13.2 (192.168.13.2)
version: 4
Header Tength: 20 bytes
@ pifferentiated services Field: 0x00 (DpsCP 0x00: pefault; ECM: 0x00)
Total Length: 108
Identification: 0x0000 (00
@ Flags: 0x04 (Don't Fragmenmt)
Fragment offset: 0
Time to Tiwe: &2
Protocol: ESP (0x32)
Header checksum: 0xad0b [correct]
Source: 182.168.10.2 (192.168.10.2)
pestination: 192.168.13.2 (192.168.13.2)
= Encapsulating Security Payload
SPI: 0x00000301
Seguence: 1

0000 00 16 3e 14 Bl 01 00 16 38 14 BO 03 OB 00 45 00 T EN E
0010 00 6C 02

Encapsulating Security Pavload (esp), 88 bytes P:29D:29M: 0 &

4. No. Since the entire IP payload is encrypted, there is no way in which we can determine if the
higher layer protocol is TCP or UDP or IP.

5. Some of the difference between the transport mode and the tunnel mode are:
e The original IP header is protected in the tunnel mode while it is not in the transport mode

e Transport mode provides host to host security while transport mode provides gateway to
gateway security

e In the tunnel mode, the end systems are not required to be IPSec aware and only the machines
on the end points of the IPSec tunnel (gateways) need be. In transport mode, both end hosts



need to be IPSec aware.

6. The source and destination addresses of the IP Packets are the end hosts 192.168.10.2 and
192.168.13.2 . No, these are not the same as the source and destination of the tunnel mode in
part 2. NAT traversal allows visibility from one end host to the other.

7. *Use” level is used if an SA has already been established between the hosts. The packets are
hence IPSec protected if a session was existing else they will be sent in the clear. The “require”
lever requires an SA to be setup each time a new communication session begins, irrespective of
whether an earlier SA existed or not. We used the require level in out setkey.conf file. Other
levels are default and unique.

Part 4: Automatic Keying with 1KE with pre-shared keys (Transport Mode)

In this part of the lab we used the method of pre-shared keys to set up the IPSec SA in the
Transport mode. The SA was setup between host M1 ( 192.168.10.2) of the network with external IP
address 10.24.100.15 and host M3 (192.168.13.2 ) of the network with external IP address
10.24.100.37.

Shown below is the network topology used by us.
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1 a). The Configuration file for the IPSEC daemon Racoon : racoon.conf

path pre_shared_key "/etc/psk.txt"; - >1
remote 192.168.102{ e >2
exchange_mode main, - >3

proposal{ >4

encryption_algorithm 3des; ~ ------ >5

hash_algorithrm md5;, - >6

authentication_method_pre_shared_key;>7
dh_group modp1024; ------ >8



e >10

sainfo anonymous{ e >11
pfs_group modp768, - >12
encryption_algorithm 3des; ~ -—eee- >13
authentication_algorithm hmac_md5;, - >14
compression_algorithm deflate;  ——eee- >15

Y >16

The configuration file contains details about various parameters that are used while setting up an IPSec
SA between the two communicating hosts. Following is a line by line desctiption of the file.

Line 1: Specifies the method that we are using to set up the IPSec SA (preshared key) and the path
where the preshared keys file will be found on the system.

Line 2: ldentifies the remote host and requires the settings specified inside the block to be used to set
up the SA with the remote host.

Line 3: This option specifies that the main mode should be used. Optionally, we can also use the
aggressive mode.

Line 4-9: This block is used to negotiate the cryptographic techniques that will be used to communicate
with the peer. Encryption is needed to provide confidentiality and the encryption to be used is 3DES in
this case. Integrity is ensured using the MD5 hashing algorithm and finally authentication is done using
an RSA signature. Line 8 specifies the group to be used for Diffie-Hellman exponentiations.

Lines 11-16: This block is used during Phase 2 of IKE. Line 11 specifies that the block remains
anonymous. Instead of setting this for a specific host, the anonymous parameter is used to specify that
these settings should be used for all hosts that do not have a specific configuration [1]. This is sufficient
for simple connections. The peer is identified using the presharedsecret.

Line 12: PFS stands for perfect forward secrecy. This is a property of a protocol in which some who
sniffs encrypted traffic cannot later decrypt the conversation. This is achieved by using another round
of (less heavy ) cryptographic techniques in Phase 2. This again refers to the Diffie Hellman
exponentiation group to be used.

Line 13-14: Encryption to be used is 3des and authentication is to be achieved using HMAC with MD5
as the underlying hashing algorithm.

Line 15: IPSec tries to reduce the traffic to be carried over the network and compresses the IP payload.
The currently used algorithm used for compression is deflate.
1 b) The configuration file for Setkey: setkey.conf

Setkey is a small utility which allows us to change and configure the IPSEC key
management in intuitive ways. The following is a typical setkey.conf file to enable this setup.



#!/usr/sbin/setkey -f
#Config for 192.168.13.2
# flush the SAD and SPD

flush;
spdflush;

#security policies

spdadd 192.168.13.2 192.168.10.2 any -P out ipsec
esp/transport//require;

spdadd 192.168.10.2 192.168.13.2 any -P in ipsec
esp/transport//require;

We need only to define the directions over which these policies are to be applied. In this
setup, there are two associations, one for each direction.The first IP address specifies the origin of the
packets while the second one specifies the destination and hence, packets originating from M3
(192.168.13.2) of one subnet, destined to M1 (192.168.10.2) of the other subnet have to follow the
OUT policy. The esp protocol in the transport mode is required. The setkey.conf file for the other host
will be the same except for the IN and OUT directions which are opposite to the one shown.

1.c). Finally, the file from which the preshared key is derived: psk.txt
#This file contains the preshared key
192.168.10.2 presharedkey.
This is a simple text file in which the first column specifies the identifier of the remote host

while the second column specifies the pre shared key. The identifier could be an IP address, an
email address or a website. The file can have different identifiers for different hosts.

2. In this case IPSec provides, confidentiality through encryption and both integrity and
authentication using HMAC. We are using

3. Description of IKE with preshared keys in the transport mode.
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Filter: = Expression... Clear Apply

Mo. - Time: Source Destination Protocol | Info

L 0. 000000 ; TSAKME T

0. 000 ST TSARMP Ider ey |
2 0.000662 192.168.13. ISAKMP Identity Protection (Main Mode)

162.168.10.

2 2
3 0.005071 192.168.10.2 152.168.13.2 IsaRMP Identity Protection (Main Mode) E
4 0.008763 192.168.13.2 192.168.10.2 ISAKMP Identity Protection (Main Mode)
5 0.013032 192.168.10.2 152.168.13.2 ISAKMP Identity Protection (Main Mode)
6 0,013284 1592.168.13.2 152.168.10.2 IsakmP Identity Protection (Main mode)
7 0.013433 192.168.13.2 192.168.10.2 ISAKMP Informational —
8 0.013613 152.168.10.2 N PR e e IsakMP Informational
9 1.007717 192.168.10.2 152.168.13.2 IsAarMP Guick mode
10 1.009998 192.168.13.2 192.168.10.2 ISAKMP quick Mode
11 1. 010725 162.168.10.2 152.168.13.2 ISAKMP Quick Mode
12 2.599231 192.168.10.2 1592.168.13.2 ESP ESP (SPI=0x04T7<653)
13 2.599332 192.168.13.2 192.168.10.2 ESP ESP (SPI=0x0059f5d5)
14 3.5G8150 152.168.10.2 152.168.13.2 ESP ESP (SPI=0x04f7ch53)
15 3.598220 192.168.13.2 152.168.10.2 ESP ESP (SPI=0x0059f5d5) <]

® Frame 1 (142 hbytes on wire, 142 bytes captured)

® Ethernet II, Src: Xensour<_14:80:03 (00:16:32:14:80:03), Dst: Xensourc_14:81:01 (00:16:38:14:81:01)
@ Internet Protocol, Src: 192.168.10.2 (192.168.10.2), Dst: 192.168.13.2 (192.168.13.2)

* el : dsakmp (5000

ori
095!
Responder cookie: 0000000000000000

Mext payload: security association (1)

version: 1.0

Exchange type: Identity protection (Main mode) (20
Flags: Ox00

Message ID: 0x00000000

Length: 100

=]

Security Association payload
® vendor ID payload

0000 00 16 3e 14 B1 01 00 16 3e 14 BO 03 08 00 45 00 ] ER

00 B0 00 00 40 00 32 11 a4 18 c0 aB 0a 02 <O a8 . >
0020 0d 02 01 f4 01 f4 00 6c OF 2 <
0030 TR R R R T

Inkernet Security Association and Key Management Protocal (isakmp), 100 bytes [Pi31D:i31M: 0

The IKE has two phases. Phase 1 is used for mutual authentication and to establish session
keys and at the end of this phase, two session keys are established, an integrity key and an encryption
key. It takes the first 4 packets to create these keys and they are used to encrypt the rest of phase 1 and
all of the phase 2 messages. Phase 1 can be done in either the main mode or aggressive mode. Here we
use the main mode for our purposes.

Phase 2 of the IKE builds up on the IKE / ISAKMP security association that was created in
phase 1 to create sessions between the two host machines. Once the IKE SA is setup, either of the hosts
can initialte an IPSec SA through Phase 2. This mode is also called the quick mode. We can establish
this SA as either an ESP or/and AH SA.

Phase 1: The ISAKMP SA establishment (Main Mode):
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3 Applet de.mud. jta.Applet starked wital.poly.edu

The screen shot above was taken while running racoon in the foreground or diagnostic
mode using the command racoon -F . It shows a successful, key exchange between the participating
hosts 192.168.13.2 and 192.168.10.2. Notice that the ISAKMP SA is first established and the IPSec SA
establishment follows it. As required, the ESP protocol is running in the transport mode.

Messages 1 and 2.
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Bl &l 8 PR Re»»F2[EE QQLQAF MEX

E}E\\ter:l‘ w | db Expression... I %gleari + gpplyl

No. . Time Source Destination Protocol | Info =
1 0.000000 192.168.10.2 192.168.13.2
2 0,000682 192.168,13.2 192,188.10,2 ISAKMP Identity Protection (Main Mode) -

P Frame 1 (142 bytes on wire, 142 bytes captured)
b Ethernet II, Src: Xensourc_14:80:03 (00:16:3e:14:80:03), Dst: Xensourc_14:81:01 (80:16:3e:14:81:01)
b Internet Protocel, Src: 192,168.10.2 (192,168,10.2), Dst: 192,168,13.2 (192,168.13.2)
b User Datagram Protocol, Src Port: isakmp (S08), Dst Port: isakmp (500)
~ Internet Security Association and Key Management Protocol
Initiator cookie: A25681E0OBEDBF3E
Responder cookie: D0GGOEE0O000000C
Mext payload: Security Association (1)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: 0x0000000Q
Length: 100
Security Association payload
Next payload: Vendor ID (13)
Payload length: 52
Domain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
< Proposal payload # 1
Next payload: NONE (0)
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI Size: O
Proposal transforms: 1
Next payload: NONE (0)
Payload length: 32
Transform number: 1
Transform ID: KEY_IKE (1)
Life-Type (11): Seconds (1)
Life-Duration (12): Duration-Value (28800)
Encryption-Algorithm (1): 3DES-CBC (S)
Authentication-Method (3): PSK (1)
Hash-Algorithm (2): MDS (1)
Group-Description (4): Alternate 1024-bit MODP group (2}
b vendor ID payload

0050 00 01 00 00 00 28 01 0L 00 O1 [slelelelyelcibelcReIRNcIN
(cle5/NMO0 0O BO Ob 00 OL 80 Oc 70 BO 80 01 00 05 BO O:
(cler/*NNC0 01 B0 02 00 0L 80 04 00 O2felolelolclchi - ]

0080 d7 13 68 al fl c9 6b 86 96 fc 77 57 01 0O

-

4

E
P31 D: 31 M: O

I z
] By 21 2] 3] 4| Yxerm < The GIMP [Eparts transport_psk.out - wires... | [I= [EEEEEH » |

The first message of the ISAKMP protocol begins with an Initiator cookie. In this case the
IP address of the initiator is 192.168.10.2 and the packet is destined for 192.168.13.2. The value of the
initiator cookie is A25681E0986. The Responder cookie value is set to all Os as it is not known yet.

This message also sends the Crypto Proposal from the first machine to the second machine
to agree upon, for encryption and authentication purposes. In this case the the encryption algorithm will
be 3DES-CBC, Authentication is by using preshared keys and the hash algorithm for integrity check is
MD5. The proposal also contains the diffie-hellman key exchange modp group.

The second message is almost exactly the same as the first except that the source and
destination are now reversed. The responder cookie is now chosen and set. These two cookies will be
used as the session identifiers during IKE. Once the initiator and responder cookies are set and there is
agreement over the Crypto proposal, by both the machines, the next step is to establish the session
keys, this occurs in the following 4 packets.

Messages 3 and 4.




Elparts_transport psk.out - Wireshark [kt
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Bweee PR 8 Re»0FL FE aaal HEX ©

[ Eitter: Il w | ok Expression... I %glear‘ o gpplyl

I Mo, . JTime J Source I Destination IProtocc\ ] Info “:j
3 0.005071 1092, 168.10.2 102,168.13.2 ISAKMP  Identity Protection (Main Mode) IJ
4 0.008763 192,168.13,2 192,168.10.2 ISAKMP  TIdentity Protection (Main Mode) |
5 0.013032 192,168.10.2 192.168.13.2 ISAKMP Identity Protection (Main Mode) L:]

b Frame 3 (222 bytes on wire, 222 bytes captured)

b Ethernet II, Src: Xensourc_14:80:03 (00:16:3e:14:80:03), Dst: Xensourc_14:81:01 (00:16:3e:14:81:01)

b Internet Protocol, Src: 192,168.10.2 (192,168,10.2), Dst: 192,168,13.2 (192,168.13.2)

P User Datagram Protocol, Src Port: isakmp (S00), Dst Port: isakmp (500)

< Internet Security Association and Key Management Protocol
Initiator cookie: A256B1E0986DBF36
Responder cookie: EEDEBASFEACEQT4E
Mext payload: Key Exchange (4)
Version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
Flags: 0x00
Message ID: Ox00000000
Length: 180
¥ Key Exchange payload
Mext payload: Nonce (10)
Payload length: 132
Key Exchange Data (128 bytes / 1024 bits)
= Monce payload
Next payload: NONE (Q)
Payload length: 20
Monce Data

1

0000 00 16 2e 14 81 OL 00 16 3e 14 B0 02 02 00 45 00 T O ST i =
0010 00 dO 00 00 40 00 3e 11 a3 c8 cO a8 0a 02 c0 a8 T L

0020 Od 02 01 f4 01 f4 00 bc 6b d2 a2 56 81 e0 98 6d ......

0030 bf 36 ee de 8a ST ea Oe O7 4e 04 10 02 00 G0 0O - |

0A40  0R ON A0 00 0A h4 Aa A0 G0 R4 21 2 cd 42 75 dn X
File; "partS_transport_psk.out" 4666 Bytes 00:00:10 ] P:31D:31 M: 0

g !%!EHTH 3| 4 | Dxterm < The GIMP [Eparts_transport_psk.out - wires... !Emﬂ

These two messages concern themselves with the Diffie-Hellman key exchange. Each host
independently computes and exponent and a nonce which is then sent to the other host. This is done
one after the other in messages 3 and 4. Once both the hosts have these values, they compute the Diffie
Hellman key.

Using this they then create a session key which is a function of the Diffie Hellman key, the

nonce sent by the host 1,the nonce sent by host 2, the initiator cookie, the responder cookie and the
shared secret, which in this case is 'presharedkey’.

Messages 5 and 6

The newly minted session key is put to test in the final two steps in Phase 1 of the IKE. The
5" message is needed for proof of identity. Alice should know that she is talking to Bob and not anyone
else. Similarly Bob needs to know if he really is talking to Alice.

More formally , the proof of identity proves that the sender knows the key associated with
the identity ( the preshared key ) and it also serves as integrity protection for the previous messages.
This is so because the session key that was generated in the previous message is used to compute the



has of the preshared key and the person associated with it.

Epart5_transport_psk.out - Wireshark [E=EeTE ]
Eile Edit \ew Go Capture Analyze Statistics Help

R LY

PR x®E ResDF YL Qe @FNEX 8

mE\Iter: J] w | 4 Expression... ‘ hglear] o App\y‘

No. - ITlme J Source J Destination ]Protocol] Info ”3‘
4 0.008763 192.168.13,2 192,168.10.2 ISAKMP Identity Protection (Main Mode)
5 0,013032 1592.168.10.2 192, 168.13.2 ISAKMP  Tdentity Protection (Main Mode)
6 0.013234 192.168.13.2 192,168.10.2 ISAKMP Identity Protection (Main Mode) -

b Frame 5 (110 bytes on wire, 110 bytes captured)
b Ethernet II, Src: Xensourc_14:80:03 (00:16:3e:14:80:03), Dst: Xensourc_14:81:01 (00:16:3e:14:81:01)
b Internet Protocol, Src: 192,168.108.2 (192.168.10.2), Dst: 192.168.13.2 (192,168.13.2)
~ User Datagram Protocol, Src Port: isakmp (580), Dst Port: isakmp (580)
Source port: isakmp (500)
Destination port: isakmp (500)
Length: 76
Checksum: 0x4b27 [correct]
~ Internet Security Association and Key Management Protocol
Initiator cockie: A25681EQ9BEDBF36
Responder cookie: EEDEBASFEAGEQ7AE
Next payload: Identification (5)
version: 1.0
Exchange type: Identity Protection (Main Mode) (2)
¥ Flags: 0x01
....... 1 = Encrypted
.o .0, = No commit

voov 2000 = No authentication
Message ID: 0x00000Q00
Length: 68

Encrypted payload (40 bytes)

000 00 16 3e 14 81 01 00 16 3e 14 80 02 OB 00 45 00
8010 00 60 00 00 40 00 3e 11 a4 38 cO a8 BGa 02 cO a8
0020 ©d 82 01 f4 01 f4 G0 4c 4b 27 a2 56 81 e0 98 &d
0030 bf 36 ee de 8a Sf ea Ge 07 4e 05 10 02 01 80 80
A040 0N 00 00 00 00 44 94 39 af df da Ba bl b6 73 2a i L
[File: *part5_transport_psk.out" 4666 Bytes 00:00:10 1 P:31D: 31 M: 0

iecrvrar !%dgl |—1_i| 3 | 4 |[xterm «# The GIMP [Bparts_transport_psk.out - wires...  [[i= EIEEE

We can notice in the screen shot that the encryption flag is set this time which means that
the encryption of IKE packets begins now. Message 6 is exactly the same as message 5 and the only
differences are in the check sum and source and destination addresses (which are reversed).

We should notice that the IPSec SA establishment has not started yet and none of the

policies that we defined in the setkey.conf file are in use. The next three messages constitute the
informational section, followed by the second phase of IKE which relates to IPSec SA establishment.

Phase 2: IPSEC SA establishment (Quick Mode).



Eparts_transport_psk.out - Wireshark ek 4]
File Edit View Go Capture Analze Statistics Help

B i B FH*x®RE Re»»FEFE QQQFN #¥HEX S

[ Filter: || v | b Expresslun...l bglear‘ o Apply‘
Ne. . ‘Time J Source I Destination IProtocc\ ] Info ||:j
B8 0.013913 192,168,10.2 192.168.13.2 ISAKMP  Informational |
S 1.007717 192.168.10.2 192.168.13.2 ISAKMP  Quick Mode |
10 1.009998 192,168,13.2 192.168.10,2 ISAKMP  Quick Mode !Ll

b Frame 9 (270 bytes on wire, 270 bytes captured)
b Ethernet II, Src: Xensourc_14:80:03 (00:16:3e:14:80:03), Dst: Xensourc_14:81:01 (00:16:3e:14:81:01)
b Internet Protocol, Src: 192,168.10.2 (192,168,10.2), Dst: 192,168.13.2 (192.168.13.2)
~ User Datagram Protocol, Src Port: isakmp (500), Dst Port: isakmp (500)
Source port: isakmp (500)
Destination port: isakmp (500}
Length: 238
Checksum: 0xda93 [correct]
~ Internet Security Association and Key Management Protocol
Initiator cookie: A25681E0986DBF36
Responder cookie: EEDEBASFEACEQ74E
Next payload: Hash (8)
Version: 1.0
Exchange type: Quick Mode (32)
¥ Flags: 0x01
....... 1 = Encrypted
«. ..0. = No commit

.... .0.. = No authentication
Message ID: Dxd945d509
Length: 228

Encrypted payload (200 bytes)

0000 00 16 3 14 81 01 00 16 3e 14 80 03 08 00 45 00 ..>..... e R E. E

0010 Ol 00 00 00 40 00 32 11 a3 98 cO a8 0a 02 c0 a8 L

0020 0d 02 01 f4 01 f4 00 ec da 93 a2 568l e0 98 6d ........ ... v...m

0030 bf 36 ee de 8a 5T ea D= 07 de 08 10 20 01 d9 45 B..._.. .M. .E

ne4A0  ds 09 00 00 00 84 20 d4 74 17 A1 Bf Sc 78 A0 1A A et W o 9

]F\Ie: "partS_transport_psk.out” 4666 Bytes 00:00:10 | P:31D:31 M0

@ﬁ/l_ !%!EHTLI 3 i 4 |“xlxterm « The GIMP [@parts_transport_psk.out - wires... 'Em_PI

The Quick Mode is a 3- message protocol which negotiates parameters for the Phase2 SA,
including cryptographic parameters and the SPI with which the Phase-2 SA will be identified. The SPI
is set automatically and we do not include it in the configuration files.

Messages 1 and 2 of Phase 2 :

The second phase need not be initiated by the same pair of hosts that initiated the first pair.
The first message constitutes of the pair of cookies agreed upon in Phase 1, a new 32 bit number
chosen by the initiator to distinguish this phase 2 setup and some encrypted traffic which consists of the
new crypto proposal for the IPSec SA, a nonce and the first Diffie-Hellman exponentiation.

The cookie pair serves as the identifier for Phase 1 and this can be common for multiple
IPSec SAs. Similarly the new 32 bit number serves as the identifier for each of the individual IPSec
SAs, allowed by the policy, as they can share the same Phase 1 information.

The second message is very similar to the first and apart from all the usual identifiers it
contains the accepted crypto proposal and the second Diffie Hellman exponentiation. The DH key
exchange is to allow Perfect Forward Secrecy (PFS), but the parameters are not negotiated on the fly.



Hence there is a different DH group specified in the racoon.conf for the quick mode in the line,
pfs_group modp768;

Message 3: The final message of IKE is the acknowledgment from the initiator of the quick mode
along with both the identifiers of Phase 1 and Phase 2 ie, the pair of cookies and the 32 bit identifier for
Phase 2. Once this is done, the actual traffic flows between each of the hosts over the specified
protocol. Throughout our lab we will be using the ESP protocol for encryption.

The following capture shows the successful establishment of the IPSec connection with the Esp
protocol

Elpart5_transport_psk.out - Wireshark [_[]%]
File Edit View Go Capture Analyze Statistics Help Close
SEBod R * RS Rev o232 05 QQAlN HYEX ©
@E\\ter:i‘ _VJ L3 Expression...l b;leari o Applyi

| No. . JTlme ] Source I Destination IPmtucu\ ] Info IF‘J

11 1.010725 162.168.10.2 192.168.13.2 ISAKMP  Quick Mode |
12 2.599231 192.168.10.2 192.168.13.2 ESE ESP _(SPI=0x04f7c653)
13 2.599332 192.158.13.2 192.168.10.2 ESP ESP (SPI=0x0059f5dS) =l

b Frame 12 (134 bytes on wire, 134 bytes captured)
P Ethernet II, Src: Xensourc_14:80:03 (00:16:3e:14:80:03), Dst: Xensourc_14:81:01 (00:16:3e:14:81:01)
<~ Internet Protocol, Src: 192,168.10.2 (192,168.10.2), Dst: 192,168,13.2 (192.168.13.2)
Version: 4
Header length: 20 bytes
b Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00)
Total Length: 120
Identification: Ox00G0 (0)
~ Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Not set
.1.. =Don't fragment: Set
..0. = More fragments: Not set
Fragment offset: 0
Time to live: 62
~ Header checksum: Gxa3ff [correct]
[Good: Truel
[Bad : False]
Source: 192.168.10.2 (192.168.10,2)
Destination: 192.168.13.2 (192.168.13.2)
~ Encapsulating Security Payload
SPI: Ox04f7cE53
Sequence: 1

0610 00 78 00 00 40 G0 3¢ EE a3 ff cO as Oa 02 cO a8 . X..@ =B ........ E

0020 od 02 04 f7 ¢6 53 00 G0 00 O1 B2 19 73 58 36 a9  .....S.. ....5X6

0030 Se f7 e0 do cb 11 33 43 1c 06 3f 37 el 5a 25 16 ~..... 3C ..77.7%.

0040 16 db al 43 24 24 88 46 14 al c3 b7 b4 2e 8 32 ... C§$.F ....... 2

00S0 hA O 7d a2 c9 de fS AQ 50 27 d1 7d ch 3e af 11 pidedfign T PED Fom

[Pretocol (ip.proto), 1 byte JP:31D:31 M 0

%'_ l%!gﬁﬂ i} | 4 |H)¢Erm |dniThe GIMP r-partsitransport?psk.out - Wires... -En_il

4. The ISAKMP SA is setup first and the keys generated here are used to set up the IPSec SA.
Multiple IPSec SAs can be setup using the same pair of ISAKMP keys.

5. The SPI for the SA from 192.168.10.2 and 192.168.13.2 is 0x04f7c653 while that for the
SA from 192.168.13.0 to 192.168.10.2 is 0x0059f5d5.

Part5 Automatic Keying in the IPSec tunnel mode using certificates:

In this part of the lab we used certificates to set up the IPSec SA in the Tunnel mode with
IKE. Shown below is the map of the network over which the IPSec SA was established. Traffic was



generated across two networks NATted behind the gateways 10.24.100.15 and 10.24.100.37 between
which the IPSec tunnel was established. Traffic was captured on one of the gateways.

Nodes 192.168.10.2 and 192.168.13.2 were our communicating hosts.

»5,8 w8
M1\ M3
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192.168.10.2 N\ 192.168.11.2
JM2 Aeth2
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192.168.12.1 A192.168.13 1
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We used the IKE daemon called Racoon. We configured racoon using the racoon.conf file shown
below.

1 a) The racoon configuration file



path certificate "/etc/certs™;  aeee > 1

remote 10.24.100.1¢{ e > 2
exchange_mode main, e > 3
certificate_type x509 "cacert.pem" "privkey.pem”; - > 4
verify certoff, e > 5
my_identifier asnddn; e > 6
peers_identifier asnddn; e > 7
proposal{ e > 8

encryption_algorithm 3des; - > 9
hash_algorithmmds; e > 10
authentication_method rsasig; ~ -m-me- > 11
dh_group modp1024; e > 12
Y e > 13

Yoo > 14

sainfo address 192.168.13.0/24 any address 192.168.10.0/24any{ @ - > 15
pfs_group modp768; e > 16
encryption_algorithm3des;  aeeee- > 17
authentication_algorithm hmac_mds; e > 18
compression_algorithm deflate; e > 19

Yoo e > 20

The configuration file contains details about various parameters that are used while setting up an IPSec
SA between the two communicating hosts.

Line 1: Specifies the method that we are using to set up the IPSec SA (certificate) and the path where
the certificate will be found on the system.

Line 2: Identifies the remote host and requires the settings specified inside the block to be used to set
up the SA with the remote host.

Line 3: This option specifies that the main mode should be used. Optionally, we can also use the
aggressive mode.

Line 4: Specifies the type of certificate (x509) to be used for authentication purposes and in quotes
specifies the name of the certificate file (cacert.pem) and name of the file containing the private key
(privkey.pem). Both these files would be looked up in the path specified in Line 1.

Line 5: This gives us the option of verifying if the certificate is signed by a trusted authority or not. We
turn this off as we are signing the certificate ourselves.

Line 6: Contains the identifier for the host machine. This identifier could also be an IP Address, a
fqdn ( fully qualified domain name), and so on. We have used asnldn as our identifier of choice. It
stands for Abstract Syntax Notation 1 (ASN.1) domain name. The actual syntax is my_identifier
asnldn [string] , where the string stands for the domain name, but it is not necessary to specify it. If



this field is left blank, then the DN identifier will be taken from Subject field of the certificate.
Line 7 : Similar to Line 6, corresponds to the peer.

Line 8-13: This block is used to negotiate the cryptographic techniques that will be used to
communicate with the peer. Encryption is needed to provide confidentiality and the encryption to be
used is 3DES in this case. Integrity is ensured using the MDS5 hashing algorithm and finally
authentication is done using an RSA signature. Line 13 specifies the group to be used for Diffie-
Hellman exponentiations.

Lines 15-20: This block is used during Phase 2 of IKE. Line 15 specifies the end points of the hosts
which will use the IPSec SA. The first address is the source address and the second address is the
destination address. Here we specify the subnets. 'any' stand for any kind of traffic.

Line 16: PFS stands for perfect forward secrecy. This is a property of a protocol in which some who
sniffs encrypted traffic cannot later decrypt the conversation. This is achieved by using another round
of ( less heavy ) cryptographic techniques in Phase 2. This again refers to the Diffie Hellman
exponentiation group to be used.

Line 17-18: Encryption to be used is 3des and authentication is to be achieved using HMAC with MD5
as the underlying hashing algorithm.

Line 19: IPSec tries to reduce the traffic to be carried over the network and compresses the IP payload.
The currently used algorithm used for compression is deflate.

Similarly we setup the setkey.conf file

1 b) The Setkey Configuration File:

#lusr/sbin/setkey -f e >1
= >2
# FlushSADandSPD e >3
flush: >4
spdflush; e >5

# Create policies for racoon

spdadd 192.168.13.0/24 192.168.10.0/24 any -P out ipsec ~  ------ >6
esp/tunnel/10.24.100.37-10.24.100.15/require; ~ --=m- >7
spdadd 192.168.10.0/24 192.168.13.0/24 any -P inipsec - >8
esp/tunnel/10.24.100.15-10.24.100.37/require; ~ -==-m- >9

The configuration file adds one policy in each direction using the keyword sdpadd.

Lines 4 and 5 erase the previous SAD and SPD entries



Lines 6 specifies the direction of the SA. If the source is any host in 192.168.13.0/24 subnet and the
destination is any host in 192.168.10.0/24 subnet then the policy should be applied in the OUT
direction.

Line 7 informs that we will be using the ESP protocol and that tunnel mode should be used. Also, the
tunnel should be between 10.24.100.37 and 10.24.100.15.

Line 8 and 9 specify the other direction.

Description of IKE using Certificates in the tunnel mode.

As said earlier, the IKE has two phases. Phase 1 is used for mutual authentication and to
establish session keys and at the end of this phase, two session keys are established, an integrity key
and an encryption key. Phase 2 of the IKE builds up on the IKE / ISAKMP security association that
was created in phase 1 to create sessions between the two host machines. We can establish this SA as
either an ESP or/and AH SA..

The screen shown below was taken while running racoon in the foreground using the
command racoon -F . It shows a successful, key exchange between the participating hosts 192.168.13.2
and 192.168.10.2. Notice that the ISAKMP SA is first established and the IPSec SA establishment
follows it. As required, the ESP protocol is running in the tunnel mode and the tunnel is setup in each
direction between 10.24.100.15 and 10.24.100.37. We can also see that port 500 is being used for
setting up the ISAKMP SA (Phase 1).
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Corresponding to the messages on the screen, the following screen shot shows all these steps in the
form of packets
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8 0.022820 Bl e G L e 10.24.100.15 ISAakMP Identity Protection (Main Model
9 0.022964 10.24.100.37 10.24.100.15 ISAkMP Informational
10 0.023735 10.24.100.15 10.24.100.37 IsakmMP Informational
11 1.021114 10.24.100.15 10.24.100.37 IsakMP ouick Mode
12 1.023489 10.24.100.37 10.24.100.15 ISAKRMP Quick Mode =
AR [ 10.24.100.15 10.24.100.37 ISAkMP quick Mode
14 1.985178 10.24.100.15 10.24.100.57 ESP ESP (SPI=0x015ed385)
151, 959176 152.168.10.2 152.168.13.2 ICMP Echo (ping) reguest
16 2.006621 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x04786k7e)
17 2.999258 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x0152d985)
18 2.999258 192.168.10.2 192.168.13.2 ICMP Echo (ping) reguest
19 2,0905505 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x04788h7e)
20 3.0800165 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x0l5ed385)
21 3.999195 152.168.10.2 152.168.13.2 ICMP Echo €ping) regquest
22 3.999440 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x04788b7e)
23 4.999274 10.24.100.15 10.24.100.57 ESP ESP (SPI=0x0l5ed385)
24 4.999274 152.168.10.2 152.168.13.2 ICMP Echo (ping) reguest
25 4.000524 10.24.100.37 10.24.100.15 A ESP [(SPI=0x04786k7e)

® Frame 1 (142 bytes on wire, 142 bytes captured)

® Ethernet II, Src: Xensourc_14:14:01 (00:16:3e2:14:14:010, Dst: Xensourc_14:80:01 (00:16:3e:14:80:01)
Internet Protocol, sSrc: 10.24.100.15 ¢10.24.100.15), Dst: 10.24.100.37 (10.24.100.37)

isakmp (5000

00 16 3e 14 80 01 00 16 3e 14 14
0010 00 80 00 00 40 00 40 11 58 09
0020 64 25 01 f4 01 f4 00 &

01 08 00 45 00 R B E.
18 =

Internet Security Assoristion and Ksy Management Protocal (isskmp), 100 bytes F:480: 45M: 0

Given below is a message-by-message analysis of the IKE using certificates. We will
discuss preshared keys in the next section.

Phase 1 : Identity Protection

To initiate the traffic we just ping the host 192.168.13.2 from the host 192.168.10.2. In the
tunnel mode using ESP, the original IP header is encrypted and in its place a new IP header is created.
This IP header has the source and destination addresses as the two end points of the IPSec tunnel that
we have set up. This is reflected in the packet captures taken at gateway 10.24.100.37.

We should note that the tunnel is set up between the gateways and hence we cannot see
the original IP header which contained the source and destination address as 192.168.10.2 and
192.168.13.2 .

Messages 1 and 2.

The first message of the ISAKMP protocol begins with an Initiator cookie. In this case the
IP address of the initiator is 192.168.10.2 and the packet is destined for 192.168.13.2. The value of the
initiator cookie is 25F3E700ED9CB8F3. The Responder cookie value is set to all Os as it is not known
yet. The following screen shot is a capture at the 10.24.100.37 gateway.
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Filker: = Expression... Clear Apply
Mo, - Tirne Source Destination Protocol  Info
2 0.006319  Xensourc_l4:80:01 Broadcast ARP who has 10.24.100.157 Tell 10.24.100.37
3 0.007218 Xensourc_14:14:01 Xensourc 14 :80:01 ARP 10.24.100.15 is at 00:16:3e:14:14:01
4 0.007238 10.24.100.37 10.24.100.15 ISaKMP Identity Protection (Main mode)
5 0.011747 o e Lo 10.24.100.37 ISAKMP Identity Protection (Main mMode)

® Frame 1 (142 bytes on wire, 142 bytes captured)

® Ethernet II, Src: xensourc_14:14:01 (00:16:32:14:14:01), Dst: ¥ensourc_14:80:01 (00:16:3e2:14:80:01)
® Internet Protocol, Src: 10.24.100.15 (10.24.100.15), Dst: 10.24.100.37 (10.24.100.37])

# User Datagram Protocol, Src Port: sakmp (500), Dst Port: isakmp (5000

= Internet Security Association and Key Management Protocol

responder cookie: 0000000000000000
Next payload: Security Association (1)
version: 1.0
Exchange type: Identity Protection (Main mMode) (2)
® Flags: 0x00
Message ID: Qx00000000
Length: 100
= Security association payload
next payload: wvendor ID (13D
Payload length: 52
pomain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
= Proposal payload # 1
Mext payload: NOME (07
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (10
SPI Size: 0
Proposal transforms: 1
= Transform payload # 1
Mext payload: MOME (0)
Payload length: 32
Transform number: 1
Transform ID: KE¥_IKE (1)
Life-Type (11): seconds (1)
Life-Duration {123: Duration-valus (288000
Encryption-aAlgorithm (1): 3DES-CBC (5)
authentication-Method (3): RSA-SIG (3)
Hash-algorithm (23: mMDs (1)
Group-Description (4): Alternate 1024-bit MODP group (23
# vendor ID payload

0000 00 16 3e 14 8O 01 00 16 3e 14 14 01 08 00 45 00
0010 00 80 00 00 40 00 40 11 S5e 09 0a 18 &4 Of 0a 18
0020 64 25 o1 f4 01 4 00 6c B8b 67 EEEE] 00 Els

b3 T3
0040 00 00 00 00 00 &4 Od 00 00 34 00 Q0 00 01 00 00
0050 00 01 00 00 00 28 01 01 00 01 00 Q0 00 20 01 Ol
0060 00 00 30 0b 0O 01 B0 OC 70 B0 80 01 00 05 80 03
0070 00 03 B0 02 00 01 80 04 00 02 00 00 00 14 af ca

3 a7 00 ed 9
fiE] 00 00 00 00 00 00 00 00 01 10 02 00 00 00

ISAKMP Initiator Cookie (isakmp. icookie), & bytes i 48 D) 48 M: 0

% @ (& | @ queens Library - Aqu... B PsFTP 7 Pradip
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The major purpose of this message is to send a Crypto Proposal from the first machine to
the second machine to agree upon, for encryption and authentication purposes. In this case the the
encryption algorithm will be 3DES-CBC, Authentication is by using rsa signatures and the hash
algorithm for integrity check is MDS5. The proposal also contains the diffie-hellman key exchange
modp group.

The second message indicates that the Crypto Proposal is Accepted and it is almost exactly
the same as the first except that the source and destination are now reversed. The responder cookie is
now chosen and set. These two cookies will be used as the session identifiers during IKE. The values of
the initiator and responder cookies will appear in the same order for each of the messages that do the
negotiations from now on. After negotiating the cryptographic suite, the actual key exchange process
starts from the third message.
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Filter: * Expression... Clear Apply
No. - Time Source Destination Protocol | Info
1 0.000000 10.24.100.15 10.24.100.37 ISAKMP Identity Protection (Main Mode)

2 0.006319 ¥ensour< 14 :80:01 Broadcast

5 0.011747  10.24.100.15 10.24.100.37

3 0007216 xensourc_14:14:01 Xensourc_14:80:01

ARP  who has 10.24.100.157 Tell 10.24.100.37
ARP  10.24.100.15 15 at 00:16:3e:14:14:01

TSAKMP faaﬁf%fy Protection main Mﬁaé)

Frame 4 (142 bytes on wire, 142 bytes captured)

R

Initiator cookie: 25F3E7OOEDSCESF3

Next payload: security Association (1)
wversion: 1.0

!

Flags: 0x00
Message ID: OxX00000000
Length: 100
= Security Association payload
Mext payload: vendor Ip (13)
Payload length: 52
pomain of interpretation: IPSEC (1)
Situation: IDENTITY (1)
= Proposal payload # 1
mMext payload: noME (00
Payload length: 40
Proposal number: 1
Protocol ID: ISAKMP (1)
SPI size: O
Proposal transforms: 1
= Transform payload # 1
Mext payload: nOMWE (00
Payload length: 32
Transform number: 1
Transform ID: KEV_IKE (1)
Life-Type (11): seconds (1)

Encryption-algorithm (1): 3DES-CBC (5)
authentication-mMethod (3): RSA-SIG (3]
Hash-ATlgorithm (2): mMps (1)

® vendor ID payload

Exchange type: Identity Protection (Main moded (22

Life-puration (12): puration-value (288000

Ethernet II, Src: xXensourc_14:80:01 (00:16:3e:14:80:01), Dst: xensourc_14:14:01 (00:16:3e:14:14:01)
Internet Protocol, src: 10,24.100.37 (10.24.100.37), Dst: 10.24.100.15 (10.24.100.15)

User Datagram Protocol, sSrc Port: fsakmp (5000, Dst Port: isakmp (5000

Internet Security Association and Key Management Protocaol

Group-pescription (4): alternate 1024-bit MoDP group (20

0020 64 OF 01

[(=RERIE 3c 569 1 48 4
0040 00 00 DO
0050 00 01 00
0060 00 00 80
0070 00 03 80

0080 d7 13 &8 o8 fc 77 57 01 00

ISAKMP Responder Cookie (isakmp.rcookie), 8 bytes

——
w @ (2 | @ queensLibrary - Aqu.., B PoFTP

As expected, ISAKMP is running on top of UDP and is using port 500 for this process.

Messages 3 and 4:

6b d5 25 3 e7 00 ed 9c
A 01 10 02 00 00 00
00 34 00 00 00 01 00 00
00 01 00 00 00 20 01 01
70 80 80 01 Q0 05 30 03
00 02 00 00 00 14 af ca

Pi4BD: 48 1M: 0

7 Pradip

‘-‘j unititled - Paint
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These messages are used for the actual key exchange. The initiator (in this case
10.24.100.15) computes the first Diffie Hellman exponent and sends it over to its peer (10.24.100.37)
along with a nonce in message three. Similarly, the second Diffie-Hellman exponent is computed at the

other end and that along with the second nonce is sent across to the initiator.

Once both ends have each other's exponents, they compute the session key independently.
The computed key is also a function of the nonces. Nonces are used in this transaction because then, by
just changing the nonces, a new key can be easily computed after some period of time. This avoids the
computationally expensive task of calculating new Diffie-Hellman exponents each time the key needs

to be changed.
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Filker: ~ Expression... Clear Apply

Mo, - Time Source Destination Protocol | Info
4 0.007238 10.24.100.37 1q.24.10q.;5 ISAKMP Idgntity Protection (Main Modg)
6 0.015484  10.24.100.37 10.24.100.15 ISAKMP Identity Protection (Main Mode)
7 0.020873 10.24.100.15 10.24.100.37 ISAKMP Identity Protection (Main Mode)
8 0.022820 10.24.100,37 10.24.100.15 ISAKMP Identity Protection (Main mode)

® Frame 5 (222 hytes on wire, 222 hytes captured)
® Ethernet II, src: xensourc 14:14:01 (00:16:3e:14:14:01), Dst: Xensourc 14:80:01 (00:16:3e:14:80:01)
@ Internet Protocol, Src: 10.24.100.15 (10.24.100.15), Dst: 10.24.100.37 10.24.100.37)
® User Datagram Protocol, Src Port: isakmp (5000, Dst Port: isakmp (5000
= Internet security association and key management Protocol
Initiator cookie: 25F3E7OQEDBCEBFI
Responder cookie: 483CEDE14B4F2525
Mext payload: Key Exchange (4)
version: 1.0
Exchange type: Identity Protection (Main mode) (20

SoiE i 0 = NOT encrypted
. NO commit
0.. = no authentication

=1
[

Message ID: 0x00000000
Length: 180

= Key Exchange payload

Mext payload: mnonce (10)

Payload Tength: 132

Key Exchange Data (128 bytes / 1024 bits)
= Monce payload

Mext payload: NONE (0D

Payload length: 20

NOnce Data

0030 BB T3 48 3 69 el 48 4T 25 25 04 10 02 00 00
0040 00 00 00 00 00 b4 0a 00 00 B4 01 b2 42 T0 4d c2
0050 20 40 <7 <c 87 9c 34 f3 21 8 6e 1la 55 47 16 32
0060 <4 63 2f 29 b2 19 <4 89 1d a7 6f 8fF a3 fa fe 27
0070 6f 72 3e d7 e0 4e 7d b8 85 &l 67 ba b2 e8 Of 28
0080 38 of 2d 31 15 1< 73 85 bf 9a 01 fe 89 f7 6b 43
0oso f1 af 72 16 16 <e 44 bo d7 19 25 0b 18 cc 5c fe
00a0 21 Fc <8 &5 <a 4f 97 a6 2d e4 08 3e 70 44 8d 57

ISAKMP Flags (isakmp.flags), 1 byte P:48D: 45 M; 0

e ———"
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In some of the variants of signature based connections, the Session key is also a function of
the initiator and responder cookies.

Messages 5 and 6:

The newly created session key is put to use in the final two steps in Phase 1 of the IKE. The
5" message is needed for proof of identity. Alice should know that she is talking to Bob and not anyone
else. Similarly Bob needs to know if he really is talking to Alice.

The proof of identity in this case consists of a signature with the private key over the hash
of all the critical information that was sent in the previous messages such as the Diffie Hellman values,
the nonces, the cookies etc. The identity itself is suggested to be the IP address of the communicating
hosts. To make this transaction more effective, the entire packet is encrypted using the session key that
was derived from the previous two messages so that even if an intruder sniffs this message he would
not be able to decrypt it.



Following is a screen shot that shows this transaction.
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Filter: > Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info
5 0.011747  10.24.100.15 10.24.100.37 ISAKMP Identity Protection (Main Moded T
A 0.015484 10.24.100.37 10.24.100.15 ISAKMP Identity Protection (Main Mode)
8 0.022820  10.24.100,37 10.24.100.15 ISAKMP IdentiTy ProTection (Main Mode)
9 0.022964 10.24.100.37 10.24.100.15 ISaRMP Informational

[

Frame 7 (998 bytes on wire, 998 bytes captured)
Ethernet II, Src: Xensourc_1d4:14:01 (00:16:3e:14:14:010, Dst: Xensourc_14:80:01 (00:16:32:14:80:01)

&

version: 4 - -
Header Tlength: 20 bytes
pifferentiated services Field: Ox00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 934
Identification: 0x0000 (0)
Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tlive: &4
Protocol: upP (0x11)
Header checksum: 0x5abl [correct]
Source: 10.24.100.15 (10.24.100.15)
pestination: 10.24.100.37 (10.24.100.37)
User Datagram Protocol, Src Port: isakmp (5000, Dst Port: isakmp (5000
source port: isakmp (5000
Destination port: fisakmp (5000
Length: 964
® Checksum: 0x175e [correct]
Internet Security Association and Key Management Protocol
Initiator cookie: 25F3E7OQEDICESF3
Responder cookie: 483CE3E1484F2525
next payload: rdentification (5D
wversion: 1.0
Exchange type: Identity Protection (Main mode) (22
= Flags: 0x01

&

w

&

= Encrypted
= Mo commit
i = Mo authentication
Message ID: OxX00000000
Length: 956
Encrypted payload (928 bytes)

It can be seen that the payload itself is completely encrypted this time and the encryption
flag is set. Message 6 is symmetric to message 5 and is also encrypted to protect identities. This ends
the first Phase of IKE and now the ISAKMP SA is setup.

Phase 2: IPSEC SA establishment (Quick Mode)

The Quick Mode is a 3- message protocol which negotiates parameters for the Phase2 SA,
including cryptographic parameters and the SPI for each direction. The SPIs will then be used as
identifiers for the IPSec SA. The SPIs are set automatically by racoon and we do not have to include it
in the configuration files.
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Filter: * Expression... Clear Apply
Mo, - Tirme Source Destination Frotocol | Info
LU WL U25430 LU, 24, Luu. Ly LU. 24 LUu. S/ LSAKME LNTOPMATION |
12 1.023480  10.24.100.37 10.24.100.15 ISAKMP Quick mMode
13 1.023931 10.24.100.15 10.24.100,37 ISAKMP Quick Mode
14 1.999176 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x01520985)
151 o001 TA TOPAER TN TOIAERT R TEMD Erha fRdRe mamiact
® Frame 11 (302 bytes on wire, 302 bytes captured)
® Ethernet II, src: xensourc_14:14:01 ¢00:16:3e:14:14:010), Dst: xXensourc_14:80:01 (00:16:3e:14:80:01)
= Internet Protocol, src: 10.24.100.15 ¢10.24.100.15), Dst: 10.24.100.37 (10.24.100.37)
wversion: 4
Header length: 20 bytes
® Differentiated Services Field: 0x00 (DSCP 0Ox00: Default; ECH: 0x00)
Total Length: 288
Identification: 0x0000 (0)
= Flags: Ox04 (Don't Fragment)
Fragment offset: o
Time to Tive: 64
Protocol: uDP (0x11)
® Header checksum: 0x5d6%9 [correct]
Source: 10.24.100.15 (10.24.100.15)
pestination: 10.24.100.37 (10.24.100.37)
= User Datagram Protocol, sSrc Port: isakmp (5007, Dst Port: isakmp (5000
Source port: fsakmp (5000
pestination port: isakmp (5000
Length: 263
-
= Internet Security Association and Key Management Protocol
Initiator cookie: 25F3E7OQEDICBEF3
Responder cookie: 483C69E1484F2525
nNext payload: Hash (8]
wversion: 1.0
Exchange type: quick Mode (32)
= Flags: Ox0L1
....... 1 = Encrypted
.0, = Mo commit
cee. WD00 = Mo oauthentication
Message ID: OxB68144dd
Length: 260
Encrypted payload (232 bytes)
0020 B4 25 01 T4 01 T4 01 Oc [NEDE 25 T3 e7 00 ed 9¢
0030 b8 f3 48 3¢ 69 el 48 4f 25 25 08 10 20 01 86 81
0040 44 dd 00 00 01 04 ad 1d b8 75 1a df 5S¢ aa 75 56
0050 la fe 01 do be 2f za &d 35 <4 27 12 6c f35 9a az
o060 7e 89 7 dd 30 ba e8 78 7h 84 dl 6 ba 34 d5 ch
0070 15 3c al <8 0d 80 15 8c 47 eh 25 C5 &4 94 08 72
0080 7 de a0 6d 84 80 49 49 54 083 73 23 7d b3 Sc ef
0090 bd be £f fd 55 79 05 58 Of <3 17 3e 2c cc 7f 6Ge celyex Ll lun
Details at: http: ffwe wireshark. org/dacsiwsug_html_chunked/ChadyvChecksums.html {udp, checksum), 2 bytes P:4BD: 48 M: 0
% @ (& | @ queensLibrary -Aqu.. | BRPSETR 5 Pradip " part4_tunnel_cor W parts_tunnel_cert_IK... \4&'#0 4:29 FM

The second phase need not be initiated by the same pair of hosts that initiated the first pair.
It can be started by any host to which the Secuity Policy applies to. The first message constitutes of the
pair of cookies agreed upon in Phase 1, a new 32 bit number chosen by the initiator to distinguish this
phase 2 setup, a nonce and the first Diffie-Hellman exponentiation, along with some traffic which
consists of the new crypto proposal for the IPSec SA.

Except for the cookies which identify the ISAKMP SA, all the other information is encrypted. The
cookie pair serves as the identifier for Phase 1 SA and this can be common common to multiple IPSec
SAs. Similarly the new 32 bit number serves as the identifier for each of the individual IPSec SAs,
allowed by the policy, as they usually share the same Phase 1 information.

Hence there is a different DH group specified in the racoon.conf for the quick mode in the line,

The second message is very similar to the first and apart from all the usual identifiers it
contains the accepted crypto proposal and the second Diffie Hellman exponentiation. The DH key
exchange is to allow Perfect Forward Secrecy (PFS), but the parameters are not negotiated on the fly.

pfs_group modp768;



Message 3: The final message of Phase 2 is the acknowledgment from the initiator of the quick mode
along with both the identifiers of Phase 1 and Phase 2 ie, the pair of cookies and the 32 bit identifier for
Phase 2. This message marks the end of IKE and sets up the IPSec SA. The resulting keys will be used
for encryption and integrity for this IPSec session.
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Filter: * Expression... Clear Apply
No. - Time Source Destination Protocol | Info
12 1.023489 10.24.100.37 10.24.100.15 ISAKMP Quick Mode
3 1.023931 0. 24.100.1 10.24.100.37 SAKMP QU ok T
14 1.999176 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x015ed985)
15 1.999176 152.168.10.2 152.168.13.2 ICMP  Echo (ping) request
16 2.006621 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x04786h7e) %]
a5 S Annnce R e ER R ——n e femT ALnn EednoEs 4

*

Frame 13 (94 bytes on wire, %4 hytes captured)
Ethernet II, Src: xensourc_14:14:01 (00:16:3e:14:14:01), Dst: xXensourc_14:80:01 (00:16:3e:14:80:01)
Internet Protocol, src: 10,24.100.15 (10.24.100.15), Dst: 10.24,100.37 (10.24.100.37)
wversion: 4
Header length: 20 bytes
pifferentiated services Field: 0x00 (DSCP 0x00: pefault; ECNM: 0x00)
Total Length: 30
Identification: 0x0000 (0)
Flags: 0x04 (Don't Fragment)
Fragment offset: o
Time to Tive: 64
Protocol: uDP (0x11)
Header checksum: 0x583% [correct]
Source: 10.24.100.15 (10.24.100.15)
pestination: 10.24.100.37 (10.24.100.37)
= User Datagram Protocol, sSrc Port: isakmp (5007, Dst Port: isakmp (5000
Source port: fsakmp (5000
pestination port: isakmp (5000
Length: &0
# Checksum: 0x3f84 [correct]
= Internet Security Association and Key Management Protocol
Initiator cookie: 25F3E7OQEDICBEF3
Responder cookie: 483C69E1484F2525
nNext payload: Hash (8]
wversion: 1.0
Exchange type: quick Mode (32)

=l

®

T

&

= Flags: Ox0L1
....... 1 = Encrypted
.. 0. = Mo commit
.0.. = Mo authentication

Message ID: OxB68144dd
Length: 52
Encrypted payload (24 bytes)

0020 64 25 01 f4 01 f4 00 3¢ 3f 84 25 f3 &7 00 ed 9c d¥..... Fogaun
0030 bs 3 48 3¢ 6% el 48 4f 25 25 08 10 20 01 86 51 H<i.HO BX.. ...
0040 44 dd 00 00 00 34 Bf ec 97 ce 42 46 2a 1d 98 54 BF¥*..T
0050 71 a® a? af %a da 20 bl 4f ec 07 76 90 30 i 0.V 0

\Documents and SettingsiPradipipart4_tunnel_cert_m2ext,out" 9101 Bytes 00:00:11

@ QueensLibrary - Aqu... B PSP 7 Pradip ‘? part4_tunngl_cert_IK... C,ﬁ ﬁo 4131 PM

Once this is done, the actual traffic flows between each of the hosts over the specified
protocol and in our case, the ESP protocol.



The first ESP packet is shown in the following screen shot.
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Eilker: ¥ Expression... Clear apply
Ha. - Time Source Destination Protocal | Info (]
12 1.023489 10.24.100.37 10.24.100.15 ISAEMP Quick Mode
13 1.023%31 10.24.100.15 10.24.100.37 ISAKMP Quick Mode
|14 1 §§%§%¥éﬂ§§§§é}ﬁgsﬁé ﬁ&ﬁﬁéééééﬁ{Eﬁkﬁiiﬁﬁiééééééﬁ?ﬂMEEE*ﬁﬁgi$£§i§xﬁgﬁ des>y |
15 1.999176 192.168.13.2 ICMP  Echo (ping) reguest | H
16 2.006621 10 24 100 37 10.24.100.15 ESP ESP (SPI=0x04786h7e) =
17 2.999258 10.24.100.15 10.24.100,37 ESF ESP (SPI=0x015ed335)
18 2.999258 192.168.10.2 192.168.13.2 IcmpP  Echo (ping)d reguest =
1% 2.999505 10.24.100.37 10.24.100.15 ESP ESP (SPI=0x04786h7&)
20 3.900155 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x015ed985)
21 3.999195 192.168.10.2 192.168.13.2 ICMP  Echo (ping) request
22 3.999440 10.24.100,37 10.24.100.13 ESP ESP (SPI=0x04786h7e)
23 4.9909274 10.24.100.15 10.24.100.37 ESP ESP (SPI=0x015ed985)
24 4.999274 192.168.10.2 192.168.13.2 IcMP  Echo (ping) request R |
25 4,999524 10.24.100,37 10.24.100.15 ESP ESP (SPI=0x04786h7e]) V]
® Frame 14 (150 bytes on wire, 150 bytes captured)
@ Ethernet II, src: xensourc_14:14:01 (00:16:3e:14:14:017, Dst: Xensourc_14:80:01 €00:16:3p:14:80:01)
= Internet Protocol, Src: 10.24.100.15 (10.24.100.15), Dst: 10.24.100.37 (10.24.100.37)
varsion: 4
Header Tlength: 20 bytes
# Differentiated services Field: 0x00 (DscP 0x00: pefault; ECH: O0x00)
Total Length: 136
Identification: Oxdsff (555510
® Flags: 0x04 (Don't Fragment)
Fragment offset: O
Time to Tive: 64
Protocol: ESP (0x32)
® Header checksum: 0x8480 [correct]
Source: 10.24.100.15 ¢10.24.100.15)
pestination: 10.24.100.37 (10.24.100.37)
= Encapsulating Security Payload
SPI: Ox015edd85
Sequence; 1
Frame (frame}, 150 bytes P: 45 D 46 M; 0
@ [@ @ queenslibrary - Aqu... | EAPSFTR | 155 Fradip R Y partd_tunnel_cert ... | @go 4:33 PM
— . .’ ey

We can notice in the above screen shot that there are two ESP packets and one ICMP
packet. The ESP packets correspond to the incoming and outgoing IPSec enabled packets . It is to be
noticed that the ICMP packet is decrypted and sent to the internal nodes at the same interface. Hence,
we are able to capture the incoming packet at the external interface. It is to be noted that we do not see
a corresponding outgoing ICMP packet as the packet is enabled with IPSec before it reaches the
external interface.

2. IPSec provides confidentiality though encryption using 3des and both integrity and
authentication using HMAC and MD5 as the underlying hash function. Certificates are also
used to authentication.

3. Perfect forward secrecy is a property of a protocol in which an intruder who sniffs encrypted
traffic cannot later decrypt the conversation. This is achieved by using two rounds of
cryptographic algorithms, one each in phase 1 and phase2. Even if the phase 1 keys are
discovered, phase 2 uses different keys.



4.

Note:

In preshared keys method, the keys is a function of the preshared key, sender and responder
cookies, the diffie hellman key, and the nonces while it is a function of the nonces and the diffie
hellman key. Certificates are more feasible in the realworld as it is not possible to have
preshared keys will all hosts with which communication needs to be performed. The drawback
is that the certificates need not be signed by a known Certificate Authority and as in this case
can also be self signed.

SPI for the SA between 10.24.100.15 to 10.24.100.37 is 0x015ed985 while that for the
SA between 10.24.100.24 is 0x04786b7e.

No the same configuration will not protect traffic flowing between the other two internal hosts.
This is because, although, the other two hosts have the same respective gateways, they lie in
different subnets. We can modify the configuration a little bit to allow traffic to be protected by
IPSec.

The private keys were created using Openssl's genrsa command. Similarly the certificates were also
created using other OpenSSL commands. The following screenshot shows this.

Generating REA

tHttttittt
tHttttttt

iz A5537 (0=10001)

:1 req -new -x509 -key privkey.p . cacert.pem -days 385

Y Name
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