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Preface

In an age where communication networks form the invisible infrastructure of our daily
lives, the security of telecom service providers has never been more critical. From the earliest
days of mobile technology to today’s sophisticated 5G networks, telecommunications has
undergone a remarkable evolution—one that has created unprecedented opportunities
alongside complex security challenges.

This book was born from a simple observation: as telecom networks have evolved to
be more powerful, they have also become more vulnerable, and there were very few
resources covering the security considerations for this evolution. The systems that connect
billions of people worldwide now present an expanded attack surface that spans physical
hardware, virtualized infrastructure, cloud environments, and an increasingly software-
defined ecosystem.

When the first generation of mobile networks emerged, security considerations were often
secondary to functionality. The closed, proprietary nature of these early systems offered
a form of security through obscurity. Today’s networks, by contrast, are built on open
standards, utilize commercial off-the-shelf hardware, and rely on software virtualization,
creating a fundamentally different security paradigm that demands new approaches and
methodologies.

Throughout these pages, we examine the full spectrum of telecom infrastructure, from the
radio access network (RAN) to the transport networks to the IP Multimedia Subsystem
(IMS), from Mobile Edge Computing (MEC) to the core virtualization technologies
that underpin modern networks. Rather than treating these as discrete components,
we approach telecom security holistically, recognizing that vulnerabilities in one area
inevitably affect others.

For security professionals, this book offers practical guidance on implementing robust
security architectures across diverse telecom environments. Engineers will find detailed
technical analyses of vulnerabilities and countermeasures specific to telecom systems.
Students and those new to the field will discover a comprehensive introduction to the
unique security challenges of telecom environments.

It is my hope that this book serves as both a warning and a guide, illuminating the risks
while providing the knowledge needed to mitigate them. The security of telecom service
providers is not merely a technical concern but a societal imperative. The networks we
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secure today will carry the communications, power the innovations, and connect the
communities of tomorrow.

The journey through telecom security is complex and continuing. Let us embark on it
together.

This book is divided into 17 chapters. They aim to cover the entire telecom components
starting with the first generation of mobile networks and concluding with the fifth
generation. The details are listed as follows.

Chapter 1: Global Security Standards and Evolution of Security in Mobility - The chapter
explores how global security standards have shaped the evolution of mobility security
from the earliest days of cellular networks to today’s sophisticated 5G environments. The
tracing of critical developments from the minimal security provisions in 1G systems to
the comprehensive frameworks we now implement. Drawing from experiences working
with major telecom providers, examining how standards bodies like 3GPP and GSMA
have responded to emerging threats while balancing security with performance and
interoperability.

Chapter 2: Generations of Mobile Networks and 1G — This chapter explores the evolution
of mobile networks, focusing on the first generation (1G) that launched the cellular
revolution in the 1980s. It examines how the early analog systems, while revolutionary
for their time, were designed with minimal security considerations, lacking encryption
and authentication mechanisms that we now consider fundamental. Through analyzing
1G’s vulnerabilities, including susceptibility to eavesdropping and call interception, we
establish a historical baseline that helps us understand how security requirements have
evolved alongside network technologies.

Chapter 3: 2G and Enabled Services — This chapter explores the security landscape
of 2G networks and their foundational services that continue to impact modern
telecommunications. The chapter examines the vulnerabilities inherent in Signaling
System 7 (SS7), which, despite its age, remains a critical protocol underlying much of
our global communications infrastructure. It also analyzes the security challenges of SMS
services, revealing how these seemingly simple text messages created both revolutionary
connectivity and persistent security gaps. Through many experiences implementing
security measures across multiple carriers, the demonstration shows how these legacy
systems continue to present significant risks even as we advance to newer technologies
and provide practical approaches to mitigate these vulnerabilities without disrupting
essential services.
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Chapter 4: IP Multimedia Subsystem — This chapter explores the critical security
considerations surrounding the IP Multimedia Subsystem (IMS), the architectural
framework that has revolutionized how we deliver multimedia services across telecom
networks. The chapter examines how IMS bridges traditional voice communications
with IP-based services, creating both opportunities and vulnerabilities that security
professionals must address. It also shares practical approaches to securing the various
IMS components—from the session border controllers to the application servers—while
maintaining the performance and flexibility that make IMS so valuable to modern telecom
operations.

Chapter 5: Third Generation of Mobile Networks — This chapter examines the 3rd
generation of mobile networks (3G), which marks a pivotal shift in telecom security
architecture. It explores how the universal mobile telecommunications system (UMTS)
implemented integrity protection for signaling messages, yet still contained security
gaps that malicious actors could exploit. Through these experiences securing numerous
3G networks, the chapter also shares some practical approaches to mitigating these risks
while maintaining the performance benefits that made 3G so transformative for mobile
communications.

Chapter 6: 4G Mobile Networks — This chapter examines the security architecture of 4th
Generation mobile networks, where the all-IP nature of LTE introduced both revolutionary
capabilities and novel security challenges. It explores how the evolution from circuit-
switched to packet-switched core networks fundamentally changed ourapproach to telecom
security. In the implementation of 4G security frameworks across multiple operators, the
chapter also analyzes the effectiveness of LTE’s mutual authentication mechanisms, the
vulnerabilities in inter-technology handovers, and the security implications of diameter
signaling.

Chapter 7: 5G Mobile Networks — In this chapter, the readers will explore the
revolutionary 5G ecosystem that has fundamentally transformed how we approach
telecom security. It examines how 5G’s software-defined architecture, network slicing
capabilities, and distributed computing model create both unprecedented opportunities
and complex security challenges. In the implementation of security frameworks for early
5G deployments, the chapter details the unique threat vectors targeting various 5G core
components. It demonstrates why traditional perimeter-based security approaches fail in
5G networks and presents practical zero-trust implementations that have proven effective
across multiple service provider environments.
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Chapter 8: Private 5G — This chapter explores the rapidly evolving world of Private 5G
networks and their unique security implications for enterprises and critical infrastructure.
It examines how these dedicated cellular networks provide organizations with
unprecedented control over their communications while introducing distinct security
challenges compared to public networks. This chapter also presents frameworks for
securing Private 5G deployments through specialized authentication protocols, physical
security measures, and threat monitoring systems.

Chapter 9: Network Slicing and Related Security — This chapter explores the revolutionary
concept of Network Slicing and its profound security implications for telecom providers. It
discusses how this core 5G capability allows operators to create multiple virtual networks
atop ashared physical infrastructure, each tailored to specific use cases with unique security
requirements. It presents a comprehensive security framework addressing authentication,
encryption, and monitoring specifically designed for multi-tenant slice environments.
The security of network slicing is not merely a technical challenge; it is fundamental to
delivering on 5G’s promise of supporting critical services from autonomous vehicles to
remote surgery.

Chapter 10: RAN and Transport Security — This chapter examines the critical domain
of RAN and Transport Security, where the most vulnerable portions of our telecom
infrastructure often reside. It will guide you through the evolution of security controls
from physical site security to the complex cryptographic protocols protecting today’s front
haul and backhaul connections.

Chapter 11: Container Adoption in 5G Networks — In this chapter, the readers will
know how container technology has revolutionized 5G network deployment, bringing
unprecedented flexibility and scalability to telecom infrastructure. Through practical case
studies, the chapter lists how secured containers can strengthen network isolation while
enabling the agility demanded by modern telecom operations.

Chapter 12: Perimeter and Edge Security — The chapter examines the critical domain of
perimeter and edge security—a fundamental yet increasingly complex aspect of telecom
infrastructure protection. The traditional network perimeter has evolved dramatically
with the advent of cloud computing, virtualization, and distributed architectures. It will
also guide you through the essential strategies for securing these network boundaries,
from next-generation firewalls to advanced traffic inspection techniques that protect the
entry points to your telecom infrastructure.

Chapter13: Identity and Access Management —This chapter explores the critical domain of
Identity and Access Management within telecom environments—a cornerstone of the zero
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trust security approach. It also examines how proper authentication, authorization, and
accounting mechanisms create the foundation for securing complex telecom infrastructure
spanning from legacy systems to modern 5G networks. Drawing from my field experience,
it demonstrates practical implementations of privileged access management, identity
federation, and multi-factor authentication tailored specifically for telecom operators.

Chapter 14: Security Monitoring — This chapter explores the critical domain of Security
Monitoring within telecom environments. It demonstrates how continuous surveillance
forms the backbone of effective security posture, particularly in complex telecom
infrastructures spanning from legacy 2G to modern 5G networks. Drawing from my
experience implementing monitoring solutions across various telecom providers, it also
presents frameworks for establishing security operations centers tailored to telecom-
specific threats.

Chapter 15: Network Security Testing — This chapter explores the critical discipline of
Network Security Testing in telecom environments. It has detailed how rigorous testing
methodologies can uncover vulnerabilities before malicious actors exploit them. The
chapter aims to transform security testing from a periodic compliance exercise into an
integrated, continuous process that strengthens your network'’s resilience against evolving
threats.

Chapter 16: Beyond 5G — The chapter explores the emerging security landscape that
lies beyond 5G technology. As we venture into the realm of 6G networks and quantum
communications. The chapter also explores the security challenges that exist are not
merely theoretical—they represent real considerations that security professionals must
begin planning for today, even as these technologies remain on the horizon.

Chapter 17: Securing Future Networks — This chapter reflects on the critical security
insights gained through decades of telecom evolution. The chapter also discusses how
security considerations have transformed from afterthoughts to foundational elements of
network design, and shares the hard-won lessons that only come from navigating real-
world threats and vulnerabilities. Looking ahead, it also explores the emerging security
paradigms that will shape our industry as 6G technologies, quantum communications,
and Al-driven defenses converge to create both new opportunities and challenges.
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CHAPTER 1

Global Security
Standards and Evolution
of Security in Mobility

Introduction

This chapter delves into the intricate landscape of global security standards and the
evolution of security practices in the mobile domain. We will explore the intricate interplay
between technological advancements, regulatory frameworks, and the ongoing efforts to
fortify our digital infrastructure against emerging cyber threats.

Firstly, we will examine the pivotal role of international organizations and regulatory bodies
in developing and promoting security standards for mobile technologies. These standards
serve as essential guidelines, ensuring a baseline level of security and interoperability
across different platforms and regions.

Furthermore, we will trace the evolution of security measures in mobile devices, networks,
and applications, shedding light on cutting-edge technologies and methodologies
employed to safeguard mobile systems. From encryption and authentication protocols
to secure communication channels and data protection mechanisms, this chapter will
provide a comprehensive overview of the security landscape in mobility.

Structure

This chapter will cover the following topics:

e Global security standards
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e 3" Generation Partnership Project

e European Telecommunications Standards Institute
e International Telecommunication Union

o GSM Association

¢ National Institute of Standards and Technology

e Evolution of security in mobility

e Evolution of service provider network from 1G to 5G

Objectives

Through this comprehensive detailing of global security standards and the evolution of
service provider networks, readers will gain a profound understanding of the challenges,
solutions, and ongoing efforts to fortify our digital infrastructure, enabling secure and
reliable mobile experiences for individuals, businesses, and societies worldwide.

Global security standards

Imagine a set of rules that everyone in a specific industry agrees on. These rules, called
standards, guarantee that whatever products, systems, or services are made, they work
well and follow the same guidelines. This ensures compatibility, meaning things fit
together seamlessly, with safety, consistency, security, and high quality.

To create a new standard, different groups, such as companies that make things, phone
carriers, regular people who use them, special interest groups, and even governments, all
have to agree. This process guarantees that the final standard is based on the best practices,
everyone involved approves, and experts have tested and verified it.

The standardization mechanisms ensure a baseline of best-practice solutions consensually
agreed upon, tested, and verified by industry experts. Mobile network technology, from
the early generation to the latest, has always evolved following these globally agreed-
upon standards.

In the telecommunications industry, there are several global security standards forums and
organizations that play critical roles in establishing and maintaining security standards.

3rd Generation Partnership Project

The 3rd Generation Partnership Project (3GPP)is a globalleaderin mobile communications
standardization. It is a collaborative effort driven by telecommunication associations
(organizational partners) who work together to develop technical specifications for mobile
technologies like 3G, 4G, and the ever-evolving 5G. These specifications ensure seamless
connectivity and service interoperability between devices and networks from different
vendors around the world.
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Attheheart of 3GPP are the Technical Specification Groups (TSGs). These working groups
are responsible for creating, approving, and maintaining the technical specifications and
reports that define the blueprint for mobile communication systems.

A few crucial TSGs of 3GPP are listed in the following section, with details on their scope
of work.

Technical Specification Group SA2

The Technical Specification Group SA2 (TSG SA2) is one of the most crucial groups
within the 3GPP standardization organization. SA2 is responsible for the overall system
architecture and high-level design of 3GPP-based mobile networks.

The primary focus of SA2 is to specify the core network architecture, defining the functional
entities, interfaces, and protocols that enable the seamless operation and integration of the
various components within the 3GPP ecosystem. This includes the specification of the
5G system (5GS) architecture, which introduces a new, more flexible, and modular core
network design compared to previous generations.

Some of the key areas that SA2 is responsible for include:

e 5G System architecture: SA2 defines the core network architecture of the 5G
system, including the functional entities such as the Access and Mobility
Management Function (AMF), Session Management Function (SMF), and User
Plane Function (UPF), as well as the interfaces between them.

e Network slicing: SA2 specifies the network slicing concept, which allows for
the creation of customized logical networks tailored to specific use cases, such
as enhanced mobile broadband, ultra-reliable low-latency communications, and
massive machine-type communications.

e Mobility management: SA2 defines the mobility management protocols and
procedures, enabling seamless User Equipment (UE) mobility across different
access technologies, such as 5G New Radio (NR), Long Term Evolution (LTE),
and Wi-Fi.

e Session management: SA2 is responsible for specifying the session management
functions, including the establishment, modification, and release of user sessions,
as well as the associated quality of service (QoS) parameters.

e Policy and charging control: SA2 oversees the policy and charging control
framework, which allows for the enforcement of operator-defined policies and the
accurate charging of subscriber services.

e Security and privacy: SA2 collaborates with other 3GPP groups, such as SA3, to
ensure the security and privacy aspects of the core network architecture, protecting
the confidentiality and integrity of user data and signaling.



4 Mastering Mobile Network and Related Security

Technical Specification Group SA3

The Technical Specification Group SA3 (TSG SA3) is responsible for defining the security
and privacy-related aspects of 3GPP-based mobile networks. As one of the core technical
groups within 3GPP, SA3 plays a vital role in ensuring the confidentiality, integrity, and
availability of the cellular ecosystem. Their work ensures that mobile communications are
protected from unauthorized access and that personal information remains confidential.

Some of the key areas that SA3 is responsible for include:

e Security architecture and protocols: SA3 specifies the overall security architecture
of the 3GPP system, including the security protocols and mechanisms used for
authentication, key agreement, and data protection. This includes the development
of the Authentication and Key Agreement (AKA) protocols, which are essential
for secure UE registration and connectivity.

e Network access security: SA3 defines the security measures for controlling access
to the 3GPP network, such as the specification of the Universal Subscriber Identity
Module (SIM/USIM)-based authentication procedures and the protection of the
radio interface against eavesdropping and integrity attacks.

e Application and service security: SA3 is responsible for ensuring the security
of the various applications and services running on top of the 3GPP network,
including the specification of secure protocols for communication between the UE
and application servers.

e Privacy protection: SA3 is tasked with defining the privacy-related aspects of the
3GPP system, ensuring the protection of user information and the minimization of
personally identifiable data collected and processed by the network.

e Security assurance: SA3 oversees the development of security assurance
specifications, which define the security requirements and testing procedures for
3GPP network elements and user equipment to ensure their compliance with the
defined security standards.

e Security management and monitoring: SA3 specifies the security management
and monitoring functions, enabling the detection and mitigation of security threats
and attacks within the 3GPP network.

Radio Access Network

The TSG radio access network (RAN) is responsible for the development and specification
of the radio access technologies that power cellular networks. This includes the 4G LTE
and 5G NR standards, as well as the evolution of previous-generation radio access
technologies.

The primary focus of the TSG RAN is to ensure the seamless and efficient operation of the
radio interface, defining the protocols and mechanisms that enable UEs to connect and
communicate with the cellular network.
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Core Network and Terminals TSG

The Core Network and Terminals (CT) TSG is responsible for specifying the protocols
and interfaces between the network elements and user equipment, ensuring the seamless
integration of different components within the 3GPP architecture. The CT TSG’s work
includes the definition of signaling protocols for call and session management, as well
as the specification of the protocols for user data transport, such as the GPRS Tunneling
Protocol (GTP) and the Session Initiation Protocol (SIP). Additionally, the CT TSG
oversees the standardization of terminal capabilities and features, ensuring that user
devices can fully leverage the capabilities of the 3GPP network.

By working collaboratively, these TSGs, along with others within the 3GPP, play a pivotal
role in shaping the future of mobile communications, guaranteeing a secure, reliable,
and ever-evolving mobile experience for users worldwide. A couple of important 3GPP
specifications for LTE and 5G include TS 33.401 and TS 33.501.

ETSI

European Telecommunications Standards Institute (ETSI) is a non-profit organization
that develops globally applicable standards for information and communication
technologies, including telecommunications. It plays a crucial role in the service
provider industry by establishing globally applicable Information and Communication
Technologies (ICT) standards. ETSI brings together a diverse range of stakeholders,
including service providers, network operators, manufacturers, and research institutions,
to collaborate on developing and maintaining common standards. These standards
encompass various aspects of telecommunications networks, services, and protocols,
enabling interoperability, security, and quality assurance among different systems
and technologies. Service providers heavily rely on ETSI standards to ensure seamless
connectivity, roaming capabilities, and the delivery of reliable and secure services to their
customers. ETSI’s work extends across various domains, including mobile networks (2G,
3G, 4G, and 5G), fixed networks, broadcasting, internet protocols, cybersecurity, and
emerging technologies like the Internet of Things (IoT) and artificial intelligence (AI). By
adhering to ETSI's widely adopted standards, service providers can ensure compatibility,
efficient resource utilization, and enhanced user experiences while maintaining regulatory
compliance across different regions and countries.

It has several working groups dedicated to security-related standards and protocols for
telecommunications, of which some are:

e Security Algorithms Group (SAG): SAG is a specialized group within
ETSI that evaluates and recommends cryptographic algorithms for use in
telecommunications security standards. They assess the strength and suitability of
encryption algorithms for various applications, such as mobile networks, internet
protocols, and cybersecurity.



