Installing
and Configuring
Windows Server 2022

Learn the ins and outs of Windows Server 2022
administration

Bekim Dauti

www.bpbonline.com



ii
Copyright © 2024 BPB Online

All rights reserved. No part of this book may be reproduced, stored in a retrieval system,
or transmitted in any form or by any means, without the prior written permission of
the publisher, except in the case of brief quotations embedded in critical articles or
reviews.

Every effort has been made in the preparation of this book to ensure the accuracy of
the information presented. However, the information contained in this book is sold
without warranty, either express or implied. Neither the author, nor BPB Online or its
dealers and distributors, will be held liable for any damages caused or alleged to have
been caused directly or indirectly by this book.

BPB Online has endeavored to provide trademark information about all of the
companies and products mentioned in this book by the appropriate use of capitals.
However, BPB Online cannot guarantee the accuracy of this information.

First published: 2024

Published by BPB Online
WeWork

119 Marylebone Road
London NW1 5PU

UK | UAE | INDIA | SINGAPORE

ISBN 978-93-55516-015

www.bpbonline.com



iii

Dedicated to

To all the children who dream of a better future. May this book inspire
them to pursue their passions and achieve their goals,
just as it has inspired me.



iv

About the Author

Bekim Dauti is a qualified and experienced computer technology expert
specializing in server administration, computer networking, and training, focusing
on Cisco, CompTIA, and Microsoft technologies. He earned his bachelor’s in
informatics from the University of Tirana, a master’s in information technology
from UMGC Europe, and a doctorate in Computer Science from Aspen University.

Bekim has over 20 years of experience as a Cisco Certified Academy Instructor
(CCAI) and over 15 years of experience as a Microsoft Certified Trainer (MCT).
In addition, he holds several IT certifications from reputable vendors, including
ECDL, Certiport, CompTIA, Cisco, Microsoft, and Sun Microsystems.

As a prolific writer, Bekim has contributed to nearly 20 books and published
dozens of articles in renowned publications such as PC World Albanian and CIO
Albanian. In addition, he founded InfoTech (Academy) and Dautti and is working
as a Microsoft Certified Trainer at Elev8. Bekim’s passion for technology extends
to maintaining a blog called Bekim Dauti’s Blog. Bekim is grateful for his parents’
support.

Given the persistent extreme poverty in numerous countries worldwide, would it be more
prudent to redirect the efforts currently devoted to building a global economy towards
the primary goal of achieving global equality? Prioritizing global equality, in conjunction
with the worldwide economy could pave the way for numerous international initiatives to
enhance the overall quality of life worldwide.

— Bekim Dauti



Acknowledgement

I express my deepest gratitude towards my parents and family for their constant
love, support, and encouragement, as this book would not have been achievable
without them. Their sacrifices and guidance were a continuous source of motivation
throughout this journey.

To my colleagues at Elev8 and Dautti, thank you for your support and
encouragement.

I am also grateful to BPB Publications for their guidance and expertise in bringing
this book to fruition. Revising this book was a long journey, with valuable
participation and collaboration of reviewers, technical experts, and editors.

Above all, I thank God for granting me life, good health, and the chance to
contribute to knowledge sharing. Additionally, I hope that God rewards my family,
relatives, friends, colleagues, and all those who supported me in completing this
book. Finally, I wish peace and blessings to every reader.



vi

Preface

Windows Server 2022 is the server operating system developed by Microsoft as
part of the Windows NT family of operating systems, developed concurrently with
Windows 10 version 1809. This book is designed to get you started with Windows
Server 2022. At the same time, this book aims to introduce you to the roles that
Windows Server 2022 supports. In addition, the book teaches you how to install
roles by using both Add Roles and Features Wizard and Windows PowerShell
cmdlets. Furthermore, the book provides instructions for configuring client/server
network services using the various Graphical User Interface (GUI) wizards, tools,
and Windows PowerShell cmdlets.

The book begins with the introduction of computer networks and Windows
Server 2022. Then, it continues with the installation and post-installation tasks
of Windows Server 2022. You will then move on to a more advanced aspect of
working with Windows Server 2022, such as installing roles and configuring
client/server network services like AD DS, DNS, DHCP, WDS, PDS, WSUS, Web
Server, Hyper-V, and other essential network services. Next, with the help of real-
world examples, you will get to grips with the fundamentals of Windows Server
2022, which will help you solve complex tasks the easy way. Later, the book also
shows you maintenance and troubleshooting tasks, where with the help of best
practices, you can easily manage Windows Server 2022. By the end of this book,
you will have the knowledge required to administer and manage Windows Server
environments.

Chapter 1: Understanding Networks and their Components - This chapter is
designed to introduce Windows Server in general. Besides introducing Windows
Server, at the beginning of this chapter, there is a reminder of the basic concepts
of computer network components. Definitions such as hosts, nodes, peer-to-peer,
and clients/servers are covered in the Computer Network Overview section. In
addition, the reader will learn about general concepts of clients, servers, NOS,
hardware and software, and networking architectures.

Chapter 2: Introduction to Windows Server 2022 - This chapter is designed to
introduce Windows Server 2022. Windows Server 2022 is the server’s operating
system developed by Microsoft as part of the Windows NT family of operating
systems and developed concurrently with Windows 10 version 1809. The Windows
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Server Overview section uncovers the essentials of Windows Server 2022. The
reader will learn Microsoft’'s new server OS, Windows Server 2022. In addition, the
reader will learn Windows Server 2022 editions, compare Windows Server 2022
with Windows Server 2016, minimum and recommended system requirements,
and download Windows Server 2022.

Chapter 3: Windows Server 2022 Installation - This chapter provides detailed
instructions for installing Windows Server 2022. The step-by-step instructions,
driven by easy-to-understand graphics, explain and show you how to master
the installation of Windows Server 2022. In addition, the reader will learn about
Windows Server 2022 installation options. For each option, a step-by-step approach
will be presented.

Chapter 4: Initial Configuration of Windows Server 2022 - This chapter explains
steps to take in Windows Server 2022 post-installation, including managing
devices and device drivers, checking the registry and the status of services, and
taking care of the initial server configuration. The reader will learn about the
server’s device drivers and play with them by installing, upgrading, uninstalling,
troubleshooting, etc. Additionally, the reader will learn about services and how to
manage them in a server environment.

Chapter 5: Installing Roles Using Server Manager and PowerShell - This chapter
provides step-by-step installation how-to instructions for roles in Windows
Server 2022 using the Add Roles and Features Wizard from the Server Manager
and cmdlets from Windows PowerShell. The reader will learn to use the Server
Manager Add Roles and Feature Wizard and Windows PowerShell to add roles
in Windows Server 2022. At the same time, the reader will get to know and learn
each role’s purpose.

Chapter 6: Service Management with GUI and PowerShell - This chapter provides
step-by-step installation how-to instructions for configuring client/server network
services in Windows Server 2022 by using various Graphical User Interfaces (GUI)
and Windows PowerShell cmdlets. The reader will learn to use multiple Graphical
User Interface (GUI) wizards and Windows PowerShell cmdlets to configure
client/server network services in Windows Server 2022.

Chapter 7: Tuning Windows Server 2022 for Peak Performance - This chapter is
designed to teach you the best practices and considerations for server hardware.
By understanding the importance of a server’s role in a computer network and
possessing knowledge of each server component, a sys admin can be vigilant when
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selecting server hardware. In addition, this chapter teaches server performance
monitoring methodologies and procedures. The reader will learn how to tune the
performance of Windows Server 2022. The reader will also become familiar with
the maintenance process and understand the maintenance techniques.

Chapter 8: Maintaining and Resolving Issues in Windows Server 2022 - This
chapter teaches the most challenging part of working with servers. Thus,
understanding the importance of troubleshooting, updating, and maintaining
servers increases the potential to have a high business continuity standard. Also,
this chapter teaches the server startup process, advanced boot options and Safe
Mode, backup and restore disaster recovery plan, and updating the OS, hardware,
and software. The Event Viewer is also included, which helps you monitor different
logs on your system, thus allowing you to troubleshoot and solve the problem.
The reader will become familiar with the importance of keeping Windows Server
2022 up-to-date while learning the options available for updating Windows Server
2022. Additionally, the reader will understand troubleshooting and be able to
troubleshoot errors and problems in Windows Server 2022, too.

Chapter 9: Getting Ready for Microsoft Certifications - This chapter
comprehensively introduces Microsoft certifications, encompassing insights into
the competencies evaluated within the examination. Moreover, it outlines the
significance of Microsoft certifications aligned with specific roles and elucidates
the procedure for exam enrollment. Furthermore, you will uncover invaluable
sources to aid you in accumulating extensive insights about the examination in
a broader context, discern the requisites for its successful completion, and, in the
process, embark on a prosperous professional journey.

Chapter 10: Answers to Chapter Questions - This chapter provides responses to
the inquiries posed in the chapter. Furthermore, numerous queries are presented
alongside each chapter to assist you in solidifying your grasp of the concepts and
definitions. This supplementary section empowers you to verify your solutions to
those queries.
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CHAPTER 1

Understanding
Networks and their
Components

Introduction

The most recent version of Microsoft’'s server operating system and part of the
Windows NT series, Windows Server 2022 boasts improved security, versatility, and
stability. Moreover, it supports hybrid deployments through a specially developed
edition of Windows Server 2022 Datacenter Azure. All these new features and
capabilities of Windows Server 2022 show that anyone interested in learning how
to use a Network Operating System (NOS) must have a basic understanding of
the computer network, especially the essential network components. Therefore,
this chapter introduces the network and its features. Definitions such as computer
networks, network components, hosts, nodes, clients and servers, network
architectures, IP address and subnet mask, and the NOS itself are discussed in this
chapter. These concepts will help you understand networks’ essentials and their
components. Finally, you can configure the Hyper-V client in Windows 10/11 with
the help of this chapter’s exercise.

Structure

In this chapter, we will cover the following topics:

e Birth of the internet
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o Computer networks

e Network components

e Network architectures

e Network topologies

e Internet Protocol addresses and subnets
e Network operating system

e Technology trends

Objectives

This chapter aims to supply a basic introduction to networking. It will also discuss
the details of essential networking components. This chapter begins with the most
fundamental concepts about computer network types and networks to delve into a
detailed explanation of network components. Finally, we will conclude the chapter
with a first-hand example of configuring Hyper-V in Windows 11 Pro using settings
and Windows PowerShell.

Birth of the internet

The internet itself is the ultimate authority when explaining its history. It all began
with the US government'’s initiative to create a reliable and resilient communication
network called the Defense Advanced Research Projects Agency (DARPA).
Through the involvement of research centers and academicinstitutions, this endeavor
gradually transformed into two distinct projects: the ARPANET and the Military
Network (MILNET). MILNET focused on meeting operational requirements,
whereas ARPANET was primarily developed to cater to research needs. By 1985, the
internet had already established its identity, thereby signifying the formal conclusion
of ARPANET’s prosperous era. This progression can be summarized with the phrase,
“Every new beginning is some beginning’s end.”

As stated on internetsociety.org, the Federal Networking Council (FNC) adopted a
resolution on October 24, 1995, after consulting with internet community members
and considering intellectual property rights. This resolution aimed to define the term
“internet.” According to the resolution, the internet refers to a global information
system that possesses the following characteristics:

e It is logically connected by a globally unique address space established on
the Internet Protocol (IP) or its subsequent updates.

e It can support communication through the TCP/IP protocol suite or its
subsequent updates, along with other compatible protocols.
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e Itprovides, utilizes, and grants accessibility, whether publicly or privately, to
high-level layered services on the communications and related Infrastructure
outlined in the document previously mentioned.

In essence, this resolution serves as a comprehensive definition of the internet,
outlining its interconnectedness, communication protocols, and the provision of
accessible services.

As computer network technologies progressed, a growing demand emerged to
effectively connect and interconnect an increasing number of computers across
various geographical locations. Consequently, the necessity arose for precise
terminology and concepts to describe the field of computer networking. That
resulted in the development of distinct types of computer networks, diverse network
topologies, varied network architectures, and an array of network components.

Undoubtedly, computer networks stand as one of humanity’s most significant
inventions in communication. Merely mentioning the internet demonstrates the
tremendous advantages that computer networks bring to society.

Note: To learn more about the history of the internet, visit the following URL:
https://www.internetsociety.org/internet/history-internet/. It directs to a Web
page hosted by the Internet Society, providing a concise and comprehensive
overview of the history of the internet. From its origins to its evolution, the Web
page covers significant milestones, developments, and contributions of various
individuals and organizations, offering valuable insights into the remarkable
journey of the internet and its impact on the world.

Computer networks

The intention of this section is not to engage in a comparison of computer networks
and network components. Instead, its primary objective is to define a computer
network and expound upon its components. Hence, without delving into intricate
academic or professional explanations, a computer network can connect two or
more computers for resource sharing. From this fundamental definition, we deduce
that a pair of computers is the minimum requirement for constructing a network.
Moreover, factors such as network coverage, accessibility of services, and the
purpose of network servers is to determine the different types of computer networks.
Therefore, various networks can be classified as follows:

e A Personal Area Network (PAN) refers to a computer network designed
to establish connections between devices and enable the transmission and
reception of data within an individual’s workspace. An excellent illustration
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of a PAN is the Wireless Personal Area Network (WPAN), which uses
Bluetooth technology for interconnecting devices.

On the other hand, a Local Area Network (LAN) is a computer network
that connects devices and facilitates data exchange within a specific area,
such as a floor or a building. A Wireless Local Area Network (WLAN) is a
prime example of a LAN that uses radio waves for interconnection. The most
prevalent radio wave technology used in WLANSs is Wi-Fi, commonly called
Wireless Fidelity, which typically operates at 2.4 GHz and, more recently, at
5 GHz.

A Campus Area Network (CAN) is a computer network that interconnects
LANSs and enables data transmission within a limited geographical area. An
extended LAN illustrates a CAN, facilitating network connectivity across
multiple buildings or campuses.

A Metropolitan Area Network (MAN) is a computer network that connects
LANSs and allows data exchange within a town, city, or metropolitan area. It
encompasses a larger geographical area compared to a CAN.

Furthermore, a Wide Area Network (WAN) is a computer network that
extends across a vast geographical expanse and facilitates data transfer
between MANSs. The internet is a well-known example of a WAN, connecting
networks worldwide and enabling global communication and information
exchange.

Network components

Once we have clearly understood what constitutes a computer network, it becomes
easier to identify its different elements. These elements encompass computers, the
medium used for networking, networking devices, and the resources used within
the network, as mentioned earlier in this chapter and represented in Figure 1.1.

In this context, the computers within the network are interconnected with a network
device, specifically a switch, through the networking medium. In our case, the
medium used is a twisted pair cable. Furthermore, these computers can share
various resources their operating system facilitates, such as Windows 10 or 11. For
instance, a resource in this context could be a file or a printer.
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Refer to Figure 1.1:

Printer

Computer 1 Computer 2

Switch

Computer 3

Figure 1.1: The computer network and network components

The subsequent sections will delve into the critical components of computer networks
and provide a comprehensive understanding of their functionality and importance.

Hosts and nodes

By examining the computer network shown in Figure 1.1, we can identify computers
1-3 as hosts, the switch as a node, and the printer as a peripheral device. Although
you may have understood this description, the question remains: What are hosts
and nodes?

At first glance, hosts and nodes might appear interchangeable but have different
meanings. In computer networks, the term node is generally used in a broader sense
to refer to any device connected to the network. However, a node lacks a network
interface with an assigned IP address, which is crucial for locating the node within the
network, enabling data transmission, and granting access to network services. This
specific attribute is found only in hosts. A host is a device with a network interface
with an assigned IP address. It uses this address to communicate with other devices
and utilize network services. Therefore, it can be said that all hosts can be considered
nodes, but not all nodes are hosts.

To further illustrate this distinction, consider Figure 1.2, which depicts a network with
clients, servers, and a router identified as hosts. In contrast, the switch is classified as
a node within the same network. Please refer to the following figure:
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Clientl Client2 Client3
192.168.1.31 192.168.1.32 192.168.1.33

Internet

= Router
Server Network Printer 192.168.1.1
192.168.1.10 192.168.1.20

Figure 1.2: The hosts and nodes in a computer network

Note: It is important to note that hosts and nodes are two different terms in
computer networking. While all hosts can be considered nodes, not all nodes
have the essential attributes of hosts, such as a network interface with an
assigned IP address. However, network nodes have network interfaces with
assigned IP addresses, but these addresses are solely used for management
purposes.

Clients and servers

Within the computer network illustrated in Figure 1.2, the computers labeled 1-3
are categorized as clients, while the server represents the central server entity.
On the other hand, the switch and the router function as nodes, and the network
printer serves as a peripheral device. The information provided shows that clients
are responsible for initiating requests to access resources in computer networks,
whereas servers are designed to provide services. More precisely, servers respond
to access requests by delivering the services themselves. Hence, the term server is
assumed to originate from its role in serving the needs of its clients by providing the
required services.
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This distinction between clients and servers highlights their roles and responsibilities
within a computer network. Clients actively seek resources or services, whereas
servers fulfill those requests and deliver the requested services. It is essential to
understand this differentiation to grasp the functioning and dynamics of computer
networks effectively.

Network interface

As shown in Figure 1.3, a network interface refers to hardware components such
as a network card or LAN port on various network devices. Its primary function is
facilitating the connection and communication between clients, servers, peripheral
devices, and other network equipment. The network interface plays a dual role in
the computer network, acting as both a passive and active component. In its passive
role, the network interface serves as a connector, allowing devices to connect to the
network physically. It provides the necessary ports and connectors to establish a link
between the device and the network infrastructure. This passive function enables
the transmission of data packets to and from the connected device. Please refer to
the following figure:

Figure 1.3. USB-based network interface

In its active role, the network interface takes on a more dynamic and manageable
role, particularly in the case of network equipment such as switches or routers.
These functional network interfaces include additional features and capabilities that
enable the device to actively manage network traffic, perform routing functions, and
enforce network policies. Active network interfaces can be configured, monitored,
and controlled to optimize network performance, security, and reliability.

Peripheral devices

Peripheral devices encompass hardware components, such as printers, scanners, and
storage, which offer client resources via a Local Area Network (LAN) or as shared
devices on a network. These devices serve both passive and active roles within the
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computer network. In their passive role, peripheral devices provide resources or
services to clients without actively participating in network management or control.
For example, a printer may accept print jobs from client devices and produce
physical copies without actively managing network traffic. However, specific
peripheral devices, such as Storage Area Networks (SANs) and Network-Attached
Storage (NAS), are active in the network. SANs and NAS systems actively manage
and control data storage and retrieval operations within the network, offering
centralized and efficient storage solutions.

Shared apps and data

Shared applications and data are virtual network components representing the presence
of applications and shared files within the network. Typically, servers host these
components. While applications and shared data primarily play a passive role in
the computer network, the server responsible for hosting these services assumes an
active role. In their passive role, applications and shared data are resources available
to network users. Users can access these applications and share files without directly
participating in network management or control.

On the other hand, as said above, the server hosting these services assumes an active
role in the computer network. The server controls the availability, delivery, and
security of applications and shared data. It handles client requests, processes data,
and ensures the efficient functioning of its network services.

Hubs and switches

Hubs and switches are essential components in Ethernet communication technology
that serve as central points in a computer network. They facilitate the interconnection
and communication between clients, servers, and peripheral devices. Hubs are
generally passive devices, whereas switches actively participate in the operation of
the computer network. Hubs function as essential connectivity devices that allow
multiple devices to connect and share the same network segment. However, they
do not actively manage or control network traffic. Instead, they replicate incoming
data packets and broadcast them to all connected devices, regardless of the intended
recipient. That can lead to network congestion and inefficient data transmission.

In contrast, switches (depicted in Figure 1.4) are active devices that manage and
control network traffic. They make intelligent forwarding decisions based on the
destination MAC addresses of the data packets. By maintaining a table of MAC
addresses and associated port connections, switches can selectively forward packets
to the appropriate devices, improving network efficiency and reducing congestion.



