Self-Help with a Sense of Humor ;)

| Can't Tell If
This Photo Is
Real Anymore

We have a problem. Relax. We can solve it—and have a laugh along the way.
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INTRO

You're looking at a photo of a politician standing next to
someone they absolutely should not be standing next to.

Your first reaction is immediate: Wow.

Your second reaction arrives about four seconds later:
Wait. Is this real?

So you zoom in.

The hands look normal. This is suspicious, because for a
while weird hands were practically the official watermark of
artificial intelligence. The shadows seem reasonable. The
background contains no floating furniture. Nobody has
fourteen teeth. You search for obvious errors and find none.
Then you read the comments, which is always a courageous
decision.

"FAKE."

“100% REAL."

"My cousin works in cybersecurity and confirmed this."”
“Look at the left ear.”

"Wake up, people.”

“Source?”

“Do your own research.”

Excellent. The internet has assembled its finest forensic
laboratory.

Five minutes later, you have seventeen browser tabs open,
two screenshots saved to your phone, and a growing
suspicion that reality has been outsourced to a company with
terrible customer service.

This is the new problem.



For most of human history, seeing something with your
own eyes was considered fairly strong evidence. Not perfect
evidence, obviously. Magicians have built entire careers
around exploiting that loophole. But if your neighbor showed
you a photograph of a dog sitting on his kitchen table wearing
sunglasses, you could reasonably conclude that at some
point a dog had been on the kitchen table wearing sunglasses.

Now?
Maybe.

The image could be real. It could be edited. It could be
generated from scratch. It could combine a real face with a
fake body, a real background with a fake event, or a genuine
photo with one tiny alteration that completely changes what it
seems to prove. A video can show someone saying
something they never said. An audio clip can sound like a
person who never spoke those words. A screenshot can look
official while having approximately the same relationship with
reality as your online dating profile’s claim that you “love
hiking."”

Technically true.

Twice.

In 2019.

The problem is not merely that fake content exists. Fake
content has existed forever. Humans were inventing stories
long before electricity, broadband, or a button labeled
“Generate.” What has changed is the speed, quality,
accessibility, and volume of fabrication. Creating convincing
false material no longer necessarily requires a movie studio,
professional editing skills, or a mysterious person in a dark
basement surrounded by monitors.

Sometimes it requires a laptop and lunch break.
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That changes the job of being a normal person on the
internet.

You are now expected to perform several roles before
breakfast: reader, viewer, amateur investigator, source
checker, scam detector, psychologist, cybersecurity analyst,
and occasionally facial-shadow specialist. Someone sends
you a dramatic video in the family group chat and suddenly
you are examining compression artifacts while your coffee
gets cold.

You did not apply for this position.
There was no interview.
The salary is terrible.

The natural response is to become suspicious of
everything. Unfortunately, that solution creates a different
problem. If every photograph might be fake, every video
might be manipulated, every voice might be cloned, and every
screenshot might be fabricated, you can eventually arrive at
a wonderfully useless conclusion:

Nothing can be trusted.

This feels safe because you can never be fooled if you
refuse to believe anything.

You can also never cross a street if you refuse to trust
traffic lights, road markings, drivers, maps, weather
forecasts, or the basic existence of streets.

Total skepticism is not intelligence. It is paralysis wearing
glasses.

The goal of this book is not to turn you into a digital
detective who studies pixels at 2:14 a.m. while whispering,
“Interesting,” to an image of a celebrity buying cereal. You do
not need to become an expert in generative Al, forensic



imaging, metadata analysis, neural networks, or the terrifying
internal politics of online comment sections.

You need a better system for deciding what deserves
belief, what deserves doubt, and what deserves five minutes
of verification before you forward it to twelve people with the
message, “Is this true???"

That system begins with an uncomfortable fact: your eyes
are no longer enough.

Neither are your ears.
And—please remain calm—neither is your confidence.

People often assume that being fooled feels like
uncertainty. It does not. Sometimes being fooled feels exactly
like being completely certain. That is what makes
manipulation useful. If fake content arrived with a banner
saying HELLO, | AM CURRENTLY MANIPULATING YOU, the
industry would face serious growth challenges.

The strongest deepfakes and Al-generated images do not
need to be perfect. They only need to survive the few
seconds during which you are emotional, distracted, rushed,
angry, excited, or delighted that something confirms what you
already suspected.

That last part matters.

A fake image that supports something you dislike gets
inspected like evidence in a murder trial.

A fake image that supports something you already believe
gets promoted to senior management.

This is not because you are stupid. It is because you have
a human brain, and the human brain enjoys efficiency. It
makes rapid judgments based on patterns, expectations,
context, and emotion. Most of the time, this is useful. You do



not need to conduct a twelve-step verification process every
time you see a photo of someone’s lunch.

If your friend posts a picture of pancakes, you may safely
continue your day.

Probably.

The trouble begins when low-stakes habits are used on
high-stakes information. We scroll quickly, react quickly,
share quickly, and verify sometime between “later” and
“never.” A dramatic image enters the feed. It looks plausible.
The caption supplies a story. Thousands of people have
already reacted. The brain sees social proof, emotional
intensity, and visual evidence arriving together.

Case closed.
Except the case has not even opened.

Throughout this book, you are going to build a practical
way to handle this without becoming professionally
suspicious. You will learn how to slow down at the right
moments instead of distrusting everything all the time. You
will learn which visual clues are actually useful and which
ones are outdated internet folklore. You will learn how to
verify the source rather than conducting amateur archaeology
oh someone’s eyebrows.

You will also learn when the most useful question is not:
“Can | prove this image is fake?"

but:

“Can | prove the claim attached to it is true?”

That distinction saves enormous amounts of time.

Because sometimes people become so obsessed with
detecting Al that they forget the original problem. Imagine



spending twenty minutes deciding whether a photo was
generated, only to discover that the photo is completely real
but the caption is false.

Congratulations.
You have successfully verified the wrong thing.

This book will give you simple procedures for suspicious
photos, videos, audio clips, screenshots, breaking-news
posts, viral claims, fake celebrity endorsements, manipulated
political content, and messages that arrive with the timeless
scientific phrase: “They don’t want you to know this."

You will also learn what to do when verification fails.
Because sometimes it will.

There will be images you cannot confidently authenticate.
Videos with no clear source. Audio that sounds real but
cannot be independently confirmed. Situations where
reputable sources disagree or where the evidence simply has
not caught up with the speed of the rumor.

In those moments, you need something more useful than
panic.

You need permission to say:
“I don't know yet."

This sentence has suffered terribly on the modern internet.
It has been replaced by immediate certainty, confident
speculation, and people solving global events from a kitchen
chair before the first reliable report has been published.

“l don't know yet" is not weakness.
It is quality control.

The aim is not to make you impossible to fool. Nobody gets
that guarantee. Experts can be fooled. Journalists can be



fooled. Researchers can be fooled. People who make fake
media can sometimes be fooled by other fake media, which
feels like the digital equivalent of two burglars accidentally
robbing each other.

The realistic goal is better.

You will become harder to fool, slower to spread nonsense,
faster at checking important claims, and much more
comfortable living in an internet where seeing is no longer
automatically believing.

You will not need to inspect every pixel.
You will not need to distrust your grandmother.

Although if Grandma suddenly sends you a video of herself
skydiving with Taylor Swift, perhaps we ask one follow-up
question.

By the end, you should have a calm, repeatable process
that works even when technology improves, because the
strongest methods do not depend on spotting six fingers or
strange earrings. They depend on source, context,
corroboration, motive, evidence, and knowing when certainty
has not yet been earned.

Reality has become more difficult to verify.
That does not mean reality has disappeared.

It just means we need slightly better habits than zooming
in until the pixels become the size of bathroom tiles and
announcing, “Something about the nose seems off.”

We have work to do.

Fortunately, most of it is easier than the comment section
suggests.



Chapter 1 - Your Eyes Are Not a Security
System

You are looking at a photograph that feels wrong.

Not dramatically wrong. Nobody has six fingers, the moon
is not inside a living room, and the president is not riding a
rhinoceros through a Costco. The image is hormal enough to
be dangerous. A person is standing in an ordinary place,
wearing ordinary clothes, doing something entirely plausible.

Still, something bothers you.

The skin looks a little too smooth. The background feels
strangely tidy. One earring may be slightly different from the
other. Or perhaps you have simply been staring at the image
for so long that every human face now looks suspicious.

This happens faster than you might expect.

After five minutes of deepfake investigation, your own
family photos start looking fake.

"Why does Uncle Mike's left hand look like that?”

Because Uncle Mike has a left hand.

The first mistake people make when trying to detect fake
images is believing that the answer is hidden somewhere
inside the image itself. They zoom in, inspect reflections,
count fingers, compare teeth, study ears, and eventually
develop the visual intensity of an art historian trying to
determine whether a Renaissance painter secretly hated
elbows.

Sometimes this works.
Often it does not.



Early Al-generated images frequently contained obvious
mistakes: strange hands, distorted text, impossible jewelry,
objects melting into each other, confused backgrounds, and
humans who appeared to have been assembled from spare
parts during a power outage. Those clues trained millions of
people to believe that detecting artificial images was mostly a
matter of finding the weird thing.

Then the technology improved.

That should not be surprising. We do not still identify
modern cars by checking whether someone is walking in front
waving a red flag.

Visual defects remain useful clues, but they are clues, not
verdicts.

That distinction matters.

A real photograph can contain strange hands because
hands are strange. Motion blur can deform fingers.
Reflections can look impossible. Compression can destroy
detail. Wide-angle lenses can stretch faces and limbs. Poor
lighting can create unnatural skin. Phone cameras apply
heavy processing automatically. Screenshots get resaved,
cropped, compressed, filtered, sharpened, and passed
through messaging apps until the original image has
experienced more transformations than a reality-TV
contestant.

Meanwhile, a fake image can look flawless.
So if your entire verification strategy is:
“Do the fingers look normal?”

you have built a security system around the artistic
reputation of fingers.

We can do better.
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