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Preface

Internet of Things is an emerging technology, which has changed our life from
smart homes to smart defense to smart industrial applications. Criticality of these
applications has led to an intense need to provide security, safety and privacy to
these applications and shield them from awful threats and attacks. In connection
with this, the book “Enhancing IoT Security” is presented, that aims to introduce
the next generation security measure for Internet of Things (IoT) with their
permissive security technologies and applications to a wide interdisciplinary
readership of engineering and non-engineering graduate students, post-graduate
students and researchers.

This book aims to reveal the importance of IoT security and introduces the
efficient technique that effortlessly recognizes the existing threats and attacks with
their impressive solutions of mitigating them. Its ambition is to secure resource
constraint sensor enabled IoT networks and devices at minimal cost concerning
complexity, energy and power. This book intends to analyze the critical application
areas where security and privacy are indispensable. It includes theoretical as well
as practical aspect of securing network with empirical IoT products (hardware)
and simulators (software). In doing so, this book destines the target readers to
move beyond their theoretical knowledge and include features of practicality that
triggers new experiments and multidisciplinary project ideas. Moreover, authors
in this book have illustrated their teaching and research experience which would
assist the academician and researchers in extending their research and studies in
right direction.

This book fulfills the basic and advanced level need of the readers related to the
topic it covers. The book is self-satisfied for the topics it covers and contains the
detailed as well as advances knowledge on security issues in IoT networks.

Apart from the detailed text, the book includes figures, tables, graphs (real-time
and lab results), case studies and examples too. For assessing the knowledge of
the readers, Questionnaire including multiple choice questions, short and long
answer questions is given at the end of each chapter. Each chapter starts with an
introduction of the topic and discusses its related issues and future directions to
the work in that specified area. The details of every chapter are listed below:
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Chapter 1- The Internet of Things and its Security Requirements: It gives the
basic architecture of IoT and fulfills the requirement of preliminary knowledge
for subsequent chapters. Though IoT is changing everything; yet industries,
consumers, and technology owners are under security nightmare since smart
devices and infrastructures are giving frenzy opportunity to cyber-criminals.
This states that IoT security is clearly an important aspect; diving into it this
chapter explores the need of security in IoT and its requirement with respect to
architecture, devices, and protocols. This continues with the range of security
applications within the specific domain like SCADA system, enterprise system,
agriculture system and much more. In the next section of this chapter, the need of
securing IoT databases is discussed with advanced technologies like embedded
systems, bigdata analytics, cloud, fog and edge computing

Chapter 2- IoT Security - Vulnerabilities, Attacks, and Countermeasures: It
explores different types of vulnerabilities, attacks and risk against IoT
implementations and deployments. This chapter dives into the organization of
attack and illustrates how attacks are organized into attack and fault tree. Next,
the access control techniques with their different types are investigated and
systematic methodology for incorporating countermeasures against attacks is
talked about. Thereafter, the chapter provides the tailored approach to threat
modeling that demonstrates the method of identifying threats and its sources with
their procedure of mitigating them. We have explained it with the help of suitable
examples.

Chapter 3- Security Engineering for IoT Development: After discussing the IoT
security requirements and the threats affecting the security of the system. We now
investigate the security engineering for IoT development, where various tools and
methodology are discussed thatis implemented onIoT system during its designing
and development phase. This chapter presents the different phases of designing
security into exiting system which involves planning, selection, processing, and
development methodology.

Chapter 4- IoT Security Lifecycle: In continuation with chapter 3, in this chapter
we will present the complete lifecycle of IoT security, which involves secure
designing, implementation, integration, operation, maintenance and dispose.
Each phase is discussed in detail with every perspective of securing IoT.

Chapter 5- IoT as Interconnection of Threats: Next, we present the interconnection
of threats inIoT applications and the methods to secure them. This chapter presents



various fusion schemes, defense scheme and solution-based analyses of detecting
attack vectors like Sybil attack and malwares in smart vehicular and home systems.

Chapter 6- Crypto Foundations I: Itexplores therole of cryptography in engineering
IoT security. It includes the cryptographic primitives, modules, principles and
fundamentals, which encompasses MAC codes, Hash codes, signature codes and
various cipher suites. We have also included various key management algorithms
with their fundamental and advanced schemes. Next, the chapter examines
transport encryption and cryptographic controls for IoT communication and
messaging protocols. Last but not the least, we have also discussed light weighted
cryptographic technique for authenticating IoT Node.

Chapter 7- Crypto Foundations II: This chapter is in continuation to chapter 6.
It extends the concept of cryptography with hash function and digital signature.
It also provides an in-depth illustration of how cryptography can be used to
protect IoT communications and its messaging protocols. The chapter outlines the
cryptographic controls for IoT communication and messaging protocols, along
with the IoT node authentication mechanisms.

Chapter 8- Privacy Preservation for the Internet of Things: In this chapter, we
present the privacy preserving schemes for IoT systems. It explores the Privacy
preservation Data Dissemination problem with its spatial privacy graph (SPG)
solution. Privacy preservationis further explored with the help of real time example
of smart buildings where the concept of IoT in smart building is explained with
possible threats and its solution approaches.

Chapter 9- Location Privacy Enhancement in the Internet of Vehicles: This
chapter further explores the privacy preservation with yet another smart example
in Internet of vehicles. Since Vehicles are mobile the focus of this chapter is on
location privacy. This chapter explores location privacy requirements with
preservation schemes and protocols. Further, the security analysis is presented
with performance evaluation.

Chapter 10- Privacy Protection in Key Personal IoT Applications: Since IoT
devices and systems are resource constraint, there is always a need to have light
weighted algorithms. In connection with it, this chapter presents a lightweight and
robust scheme for privacy protection in mobile WBSN and Participatory Sensing
network.
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Chapter 11- Trust and Trust Models for the IoT: It presents another aspect of
securing IoT system, that s, using Trust as the parameter of protecting IoT network
and devices. This chapter explores the concept of trust model and its perspective
of securing IoT. It also explores Trust models with the help of example scenarios.

Chapter 12- Framework for Privacy and Trust in IoT: This chapter explores trust
and its framework in decentralized IoT system. Framework presents user centric
as well as device centric framework with Face-to-face enabler as well as Indoor
localization enabler tool.

Chapter 13- Preventing Unauthorized Access to Sensor Data and Authentication
in IoT: Authentication is yet another issue in IoT system. In regard with this, the
chapter illustrates the fundamentals of authentication with detailed study of
message and entity authentication. It also explores the cooperative authentication
scheme using Game modeling where players, strategies and utility function are
illustrated with respect to cooperative authorization with experimental results
and analysis.

Chapter 14- Computational Security for the IoT and Beyond: IoT systems are
very complex systems. Considering this, the chapter explores the characteristics of
complex IoT systems like wireless networks, biological networks, social networks,
economic networks and heavy computer networks. Further, the complexity of these
networks is evaluated with the help of computational tools like, signal processing,
and network science tools. The controllability and observability of networks is
further studied from communication engineering.

Chapter 15- Identity and Access Management Solutions for the IoT: This
chapter explores the issue of identification and access management of IoT devices
and network in different environment and organization. This chapter reviews
the identity lifecycle and discusses the infrastructure components needed for
provisioning authentication credentials. It focuses on authentication credentials
and its approaches of providing authorization and access controls to IoT devices.

Chapter 16- Privacy-Preserving Time Series Data Aggregation for IoT: This
chapter describes the concept of data aggregation in IoT network for preserving
network privacy. System and security models are detailed out and a time-series
data aggregation schemes is presented for preserving IoT network and security
analysis with performance evaluation is showed in terms of computational and
communication cost.
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Chapter 17- Path Generation Scheme for Real-Time Green IoT: This chapter
investigates the issue of secure routing in IoT network. It presents the secure path
generation scheme for real-time Green Internet of Things. Network model and
problem definitions are deeply discussed and then a framework of path generation
is established with all security measures.

Chapter 18- Security Protocols for IoT Access Networks and Their Impact on
Mobile Networks: This chapter presents the detailed study of existing security
protocols and its impact on mobile networks. It also investigates the scalability
issue in large cellular network. The chapter presents the unidirectional and
bidirectional data transmission security algorithm.

Chapter 19- Cloud Security for the IoT: This chapter presents the prospect of
cloud security designed for Internet of Things. It addresses cloud services and
IoT related internal and external threats. It explores the cloud service providers
for IoT and their security-as-a-service. The chapter also examines the security
functionality needed from cloud for building an effective IoT architecture. Lastly,
it discusses and explores new computing paradigms that cloud could provide to
IoT system.

Chapter 20- Policy-Based Approaches for Informed Consent in IoT: This chapter
gives a detailed description about policy based approaches for Internet of Things.
It provides the framework and enforcement policy with their future developments.

Chapter 21- Blockchains for Internet of Things: This chapter presents the
blockchain technique as next generation technology for securing Internet of
Things. It addresses the concept of bitcoin, crypto-currency and other matter of
concern for Internet of Things.

Chapter 22- Game Theory Foundation: This chapter introduces the concepts and
techniques of Game Theory. The mathematical formulations of the game along
with its strategy are detailed out. We present different types of games and its
strategic approach like repeated games, Bayesian games and coalitional games
that will help readers to justify their problems.

Chapter 23- Security Products: In this chapter, we have presented the recent trends
of securing Internet of Things where existing security products and their test beds
are discussed. We have also illustrated the commercialized IoT products and their
usage.
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CHAPTER 1

The Internet of Things
and its Security
Requirements

The Internet of Things is an emerging technology that is spreading rapidly and is
making our life easy by changing everything with respect to our utility and lifestyle.
For instance, switching on/off the air conditioner while sitting at the office, shutting
down the machine with only a click, or auto-halting industrial activities with a
change in environment are a few illustrations that explain the utility of IoT in the
current world. IoT has persuaded us to live in a world where machines and humans
live under the same roof. Apart from providing easy services to users and operators,
itis giving an open invitation to criminals and cyber attackers, whose aim is to injure
the organization’s economic transactions, business transactions, safety, and privacy.
Besides damaging the organization; attackers anticipate threats to sensitive data, and
to the safety of individual users. Poorly secured IoT devices have been weaponized
to assist criminals of domestic abuse that monitor and psychologically distress their
victims, particularly women and children.

Considering these facts, it is deduced that securing IoT is of utmost importance,
but before diving into the practical aspects of security, the chapter addresses a brief
introduction to the Internet of Things.
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Structure

In this chapter, we will cover the following topics:
e The Internet of Things and its fundamentals
e The limitations of IoT and the need to secure IoT devices and systems
e The security requirements in IoT architecture and its protocols
e The threats and security in IoT technologies and their applications

e Other IoT-supporting technologies

1.1 Internet of Things - A brief
introduction

The Internet of Things is supposed to be the future Internet for the upcoming
generation. It is a combination of numerous technologies, which includes sensibility
and networking technology, communication technology, service-oriented technology
(like Amazon’s Alexa, cloud-based IoT voice service), and intelligent information
processing technologies (like real-time healthcare processing). In a layman’s
language, IoT is the network of physical objects that includes sensors , actuators,
and microcontrollers, which communicate with each other through low-power
protocols via the Internet. The concept of IoT was first proposed in 1999 but still, the
standard definition of IoT is yet to originate. As per the standard organizations, the
quality-based definitions of IoT are defined as follows:

e According to International Telecommunication Union (ITU), the United
Nations Specialized agency for information and communication technologies
defines IoT as “A global infrastructure for the information society that
enables advanced services by interconnecting things either physically or
virtually based on existing and evolving, interoperable information and
communication technologies”[1].

e According to IEEE, IoT is defined as “A self-configuring, adaptive, and
complex network that interconnects things to the Internet through the use
of standard communication protocols. “Things” can be any objects that
have sensing/actuation and programming capabilities and can be changed
anywhere, anytime, and by anything taking security into consideration [2].

IoT can be used in many ways; it can improve, automate, and control processes
with small-scale information like weather forecasting with only one or two
parameters. It can help in driving new business models and revenue streams (like
manufacturing industries) and provide real-time data to businesses that develop
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products and services. There are several domains and environments where IoT has
played a remarkable role and has improved the quality of our lives; these include
home, health, transportation, industrial automation, energy, agriculture, and many
more. The diversifications of these applications are grouped into two categories:
consumer IoT and business IoT. Consumer IoT is an IoT where things/objects are
personally used by the consumer while in business IoT, sensor-enabled objects are
used to provide new insights to businesses, boost their efficiency, and help to make
more informed and capable decisions. Figure 1.1 demonstrates the classification of
IoT with help of examples:

ToT Market

Retail -{ Health Energy -& obility|
Trans-

Figure 1.1: Classification of IoT market

1.1.1 Growth trends and market opportunity

As discussed, the applications of IoT are so diversified that it provides a considerable
market opportunity to all equipment manufacturers, Internet service providers, and
application developers. According to the report 2015 published by McKinsey Global
Institute, the global IoT market is expected to roll globally from $5.5 trillion in 2015
to $12.6 trillion by 2030[3].

It is the foundation for various organizations that empowers them to enhance the
existing processes by creating and monitoring new business models. The growing
acquisition of IoT across industries like enterprises, manufacturing, automotive, and
healthcare is confidently enhancing the market’s growth. It is encouraging the next
industrial revolution of intelligent connectivity, which aims to improve the efficiency
of the machines and reduce its downtime.

By 2025, it is estimated that robotization will become part of day-to-day operations
and will reach a value of USD 12.3 billion. In addition, M2M traffic flows are
expected to constitute 75% of the whole Internet market [4].
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Next, healthcare applications are predicted to form the largest impact on economic
growth. This has seen a huge rise during the Covid-19 pandemic, where vendors were
collaborating with organizations to offer technology-enabled healthcare solutions
and help them to overcome the crisis effectively. For instance, Shanghai Public Health
Clinical Center (SPHCC) has used the California-based connected health startup
VivaLNK’s continuous temperature measuring tool to monitor COVID-19 patients
which have therefore reduced the risks of nurses/doctors and other caregivers being
exposed to the threatening virus. According to the IoT healthcare market, the size is
expected to grow from USD 72.5 billion in 2020 to USD 188.2 billion by 2025[5].

Not only this, IoT is providing its services to automotive, retail, homes, cities, and so
on. The projected market share of these applications by 2030 is illustrated in Figure
1.2 [3].

It is predicted that the IoT economic value depends on the environment where
it is deployed. As per the Global McKinsey report, factory settings, including
manufacturing and hospitals, will account for the largest amount of economic
growth, around 26% in 2030 followed by human health representing around 10-14%
of its economic value in 2030. Please refer to the following figure:
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Lo"l’ Application valde
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Estimated 2030 economic
Vehicle rtF\?o 430-620 value of Internet of Things
Applications
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Figure 1.2: IoT Growth Trend
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Though all these research and statistics point to a significant growth of the IoT in
the near future, related to enterprises and services. However, the transformation
of traditional equipment and appliances to smart products would definitely invite
threats and vulnerabilities towards it. Securing the IoT and its related services
globally requires a security management system to provision their networks with
its safety and protection measures. However, before that let’s discuss the building
blocks of IoT.

1.2 Networking in the IoT device - The
framework

The framework and working of IoT can be explained with the help of six building
blocks that provide an insight into the meaning and the functionality of the Internet
of Things. The elements of IoT include identification, sensing, communication,
computation, services, and semantics. Examples of each element are illustrated in
Table 1.1:

IoT Elements Examples
Identification | Naming EPC, uCode
Addressing | IPv4, IPv6
Sensing Smart sensors, wearable sensing device, actuators,
RFID tags
Communication RFID, NFC,UWB,Wi-Fi , BLE, LTE,Z-Wave
Computation | Hardware Aurdino , Raspberry Pi,
Software Contiki, Tiny OS, Riot OS, LiteOS
Service Identity related, information aggregation, Collaborative
aware, Ubiquitous
Semantics RFD,OWL,EXI

Table 1.1: IoT Building Blocks and its Technology

1.2.1 Identification

Identification plays a key role in the Internet of Things where it identifies and matches
services as per the demand. Identifiers are used for identification that ensures the
correct composition and operation of the system. The process of identification
involves naming and addressing schemes.

The naming scheme includes Electronic Product Codes (EPC) and ubiquitous codes
(uCode) as the object identifier (Object ID). Object ID refers to the instance of the



