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Preface

Network administration involves managing and monitoring the functionality,
quality and security of a network on a day-to-day basis. Networks are made
up of a diversity of physical devices with an overlay and variety of software
types, configurations and protocols. When we consider the need and range of
understanding required to assimilate how hardware and software interact with
each other, even in terms of a standalone PC or laptop, we can scale our thinking
and visualize the sheer scope of knowledge and skills it takes to effectively manage
and monitor a network. But believe me when I tell you, the challenge is worth the
rewards!

Network design and implementation is based on organizational needs and changes.
The breadth of knowledge administrators possess, encompasses network planning
and design, network infrastructure, network operations, an ability to appraise and
evaluate security, to perceive network capacity and performance, and an estimated
target to be reached, in a world where high availability and continuity of service
is deemed paramount. Network administrators form the backbone of a company’s
assets.

This book is designed to provide a comprehensive guide to the job role and
duties of a network administrator. It prepares the reader to sit for the CompTIA
Network+ exam, but it does so much more than this. In a thorough manner, this
guide enables the reader to learn specific networking skills and start their journey
in a technical support and IT operational role. It enables the reader to acquire the
skillset to install, configure, maintain, and monitor network hardware, software,
and effectively handle troubleshooting tools. The book’s content incorporates acute
awareness of security as it pertains to network operations. The book is intended
for anyone who wishes to understand how to have a rewarding career in network
administration. I hope you will find this book informative and helpful. Here are
some brief descriptions of all the chapters in the book:

Chapter 1: The OSI Model - outlines the need for standards in the IT industry. The
chapter describes the origins and evolution of the OSI model and how the seven
layers of the OSI model break down the core concepts of networking functions
and processes. Furthermore, the chapter also gives the reader an overview and
explanation of each discrete layer and describes how the layer operates in data
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transmission. It explains in detail how encapsulation and decapsulation works as
data traverses networks. The descriptions and illustrations walk the reader through
the layers of the model, and builds their understanding of network fundamentals.

Chapter 2: Network Topologies - presents a detailed overview of network
topologies, including illustrations of each topology covered. The chapter
differentiates between physical and logical topologies. The chapter shows how
virtual networks function, and explains the critical nature of hypervisors. The
chapter also articulates how understanding of virtualization is paramount in
today’s networking environment.

Chapter 3: Cables and Connectors — covers the cables and connectors used in
Ethernet, Coax and Fiber networks. Furthermore, the chapter demonstrates the
correct cable type and matching connector(s) used in networks, to include the
cable’s intended purpose. Readers are shown the difference between wired and
wireless networks and are given step-by-step instructions for building a straight
through or crossover cable, adhering to the appropriate wiring standards.
Additionally, the chapter details proper cable management procedures.

Chapter 4: IP Addressing and Subnetting — permits the reader to learn the
fundamental concepts of IP addressing. The chapter covers IPv4 and IPv6
addressing structures, the transition to IPv6 and explains how the transition is
taking place. Furthermore, the reader is shown how to subnet and apply best
practices in creating network subnets. The chapter includes hands-on subnetting
practice. IP addressing makes devices accessible for communication. As such, the
chapter includes practical examples based on real scenarios. This chapter helps
the reader to solve real addressing problems and provides an easy mechanism to
identify addressing schemes in networks.

Chapter 5: Ports and Protocols - helps the reader learn the protocols of the TCP/
IP suite of protocols. TCP/IP is the only routable protocol and therefore is used in
data transmission across all network types, locally and globally, anywhere packets
need to be sent and delivered. The chapter outlines port numbers and describes
how these numbers are applicable to comprehending functionality and security
practices. The chapter offers advice to the reader about protocols that might be
blocked in firewalls, unless otherwise required.

Chapter 6: Implementing and Troubleshooting Network Services — shows core
concepts of networking services. The reader is walked through a typical installation
of a role-based feature in Windows Server 2019. The reader is shown how to install
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and configure DHCP and DNS on a server operating system. This chapter also
offers a detailed description of NTP as an important network service.

Chapter 7: Data Center Technologies — explains with details and numerous
illustrations, how datacenter technologies operate. The chapter is focused on
datacenter architecture, storage solutions and RAID. The chapter covers practical
examples of RAID implementations for given scenarios and demonstrates best use
for specific implementations.

Chapter 8: Cloud Concepts — is aimed to give the reader more familiarity with
cloud computing, deployment models and service models. This chapter covers
real-world examples of cloud provision and allows the reader to comprehend the
appropriate services suited to the needs of an organization. In essence, the chapter
informs the reader and permits them to identify and make good choices, when
discussing or selecting online services with colleagues or other stakeholders.

Chapter 9: Managing Network Devices — is a detailed description of network
devices and how they are mapped to the layers of the OSI model. The chapter is
intended to demonstrate the functionality and purpose of the device in order to
enable the reader to identify which device is necessary for a specific job role on the
network. Furthermore, the chapter describes how the device operates and shows
the reader what to watch out for, in order to ensure the device is optimally suited
for its role. The chapter emphasizes how to ensure network performance, integrity
and resilience to maintain the expected service levels and maximize bandwidth.

Chapter 10: Managing Switching Protocols - takes a deeper dive into switching
technologies and protocols such as STP and ARP. The chapter focuses on how
switches make decisions, and how they learn and build their MAC table. The
chapter permits the reader to comprehend switching functionality in order to
evaluate, diagnose and troubleshoot switches on a network. Additionally, the
chapter introduces the concept of VLANSs, explains switch segmentation and
shows the reader how to make decisions about the presence of VLANS in their
companies. The chapter also shows the reader how and when to implement port
security.

Chapter 11: Managing Routing Protocols — takes a deeper dive into routing
technologies and protocols such as OSPF, EIGRP, and BGP. The chapter focuses
on how routers make decisions, and how they learn and build their routing table.
The chapter permits the reader to comprehend routing functionality in order
to evaluate, diagnose and troubleshoot routers on a network. Additionally, the
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chapter introduces the concept of subnets, explains router segmentation and
shows the reader how to make decisions about the presence of subnets in their
companies. The chapter also shows the reader how and when to implement static
or dynamic routing and how to competently manage network bandwidth.

Chapter 12: Installing and Configuring Wireless Technologies — allows the
reader to differentiate between IEEE 802.11 standards. The chapter provides detail
on each of these standards, the frequency bands in use and configuration options
per standard. Furthermore, the chapter also walks the reader through the steps
to configure a SOHO router, adhering to best practices and optimum security
measures.

Chapter 13: Managing and Monitoring a Network — outlines Windows integrated
tools and free open source software, used to manage and monitor networks. The
chapter’s primary intention is to permit the reader to apply this knowledge in
a practical way and show them how to use integrated or third-party tools to
troubleshoot a system. The chapter offers examples of ways to assess network
performance and provides mechanisms to narrow down relevant issues that
negatively impact network operation.

Chapter 14: Policies and Procedures in Practice — gives special attention to
the real-world practicalities of running a business or organization. The chapter
focuses on documentation required, and the negotiation needed to manage a
corporate network and do so effectively. Furthermore, the chapter emphasises
the importance of planning, designing and reviewing policies and procedures as
part of the organizations change management ethos and gives recommendations
to the reader, showing them how to be positive collaborators in IT and business
operations.

Chapter 15: Resilience, Fault Tolerance, and Recovery — offers a detailed
description of backup and failover strategies and demonstrates where these
strategies fit in with high availability planning and with a Disaster Recovery Plan.
Furthermore, the chapter shows the reader how to implement RAID and explains
which failover strategy suits a given scenario. This chapter covers practical
examples of working with recovery strategies.

Chapter 16: Security Concepts - introduces the reader to common security
concepts. The chapter lays the foundations for further topics covered in the
upcoming chapters. Additionally, the chapter shows the user ways to safeguard



users on a network and how to mitigate internal and external threats, thereby
protecting the network users’ privacy and data.

Chapter 17: Vulnerabilities, Threats, and Attacks — extends on the concepts of the
previous chapter and offers a detailed description of vulnerabilities, threats and
attacks. This chapter shows the reader how to mitigate threats and demonstrates
strategies for eliminating vulnerabilities and loopholes on the network. The
chapter provides practical examples of real-world technology-based attacks and
social engineering attacks, and offers advice on how to counter these risks and
threats.

Chapter 18: Network Hardening Techniques - covers practical techniques related
to securing and hardening a network. Furthermore, the chapter also allows the
reader to learn and apply the strategies to manage workstations, monitor network
devices, secure hardware and software, and educate users to ensure best practices
while accessing the organization’s network resources. The chapter covers network
management policies and protocols such as password complexity, multi-factor
authentication, SMNP and Syslog among others.

Chapter 19: Remote Management — shows core concepts of remote management
procedures and provides practical examples and remote management connectivity
optionsto the reader. The chapter includes practical examples and use case scenarios
for diverse VPN configurations. The chapter covers remote desktop connectivity
options and explains to the reader the context of their use, emphasising security
implications. Additionally, this chapter provides the reader with a step-by-step
guide to configuring an RDP gateway on a Windows server.

Chapter 20: Implementing Physical Security — focuses on the objectives of
physical security controls and shows the reader effective security methods to be
used, and how to implement these methods on networks. Furthermore, the chapter
also instils in the reader the relevance of prevention measures and demonstrates
proactive actions used by network administrators to optimize security procedures
and protocols running on the network. These procedures includes perimeter
security of the building itself and includes the concept of security zones.

Chapter 21: Network Troubleshooting — gives special attention to the network
troubleshooting model. The chapter goes through the steps of the troubleshooting
model and presents the reader with tips and tools for handing each step with
proficiency. This chapter encourages the reader to follow this model and
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methodology, and consequently become equipped with the cognitive awareness
required for a job role in administering networks.

Chapter 22: Troubleshooting Cable Connectivity - covers the skills and
competences required to troubleshoot cable connectivity. The chapter presents
bounded media as the fundamental backbone of wired networks and shows the
reader how to visually inspect cables and LEDs in Ethernet and fiber networks.
Furthermore, the chapter shows the reader how to use hardware tools to diagnose
and troubleshoot defective or incorrectly chosen cabling.

Chapter 23: Network Utilities — covers network software tools as used in command
line interface and Cisco’s IOS. The chapter offers real-world examples of problems
that occur on networks where these tools are invaluable. Furthermore, the reader
is shown how to use a wide variety of tools and is given practical case uses for each
tool presented. The chapter demonstrates a range of third-party software tools
and CLI commands, and explains how to use each tool and identify the correct
purpose of its use.

Chapter 24: Troubleshooting Wireless Networks — presents a detailed overview
of the infrastructure of wireless networks. Additionally, the chapter focuses on
wireless deployments, standards and limitations, common issues and solutions
and other common checks and tests. The chapter encourages the reader to follow
troubleshooting methods to work through and resolve the issues that arise in
wireless networks and at all times incorporate the learning of network models,
such as the OSI model and the network troubleshooting model.

Chapter 25: Troubleshooting General Networking Issues — covers the common
considerations applicable to general networking issues. The chapter provides
the reader with comprehensive detail on common issues and shows the reader
how to incorporate knowledge of the OSI model, when resolving network issues.
Furthermore, the chapter also maps network problems to the relevant layer of the
OSI model and offers the reader ways to manage problem-solving. This chapter
brings the learning full cycle and permits the reader to apply the OSI model in a
practical way, using it as a tool and guide in network repair.

Chapter 26: Network + Practice Exams — provides the reader with practice multiple
choice questions. The questions are aligned with the domains of the Network+, as
outlined in CompTIA’s official exam objectives.
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CHAPTER 1

The OSI
Model

Introduction

Cast the Net Wide

One of the things we do when learning new subjects, enhancing existing learning, or
when aiming to apply our practical understanding, occurs in the act of casting out
the net. In a way, we are the potential fisher people exploring new knowledge to feed
our minds and serve us well our food. So, we cast out our personal learning net in
times of seeking and searching and a strong desire to be productive. With a firm sense
of purpose and focus on our intended goals driven by our willingness to learn, we
can haul in our perfect catch and observe and investigate what we have processed,
experienced, and encountered. Reaching through the spaces of learning, we need to
know our net is cast as wide as what we wish to know so that we cover the spaces
competently and comprehensively. While spreading out our net, we need to include
as many people, as much data and as many things and processes as they pertain to the
subject field being studied in order to differentiate data and align understanding—
and this inclusion of materials then gives us our options and solutions.

This is the world of networking

If your purpose in learning about networking is to become a network administrator,
prepare to take the CompTIA Network+ exam or enhance your existing knowledge
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and practical skills, then this book is for you. It serves as a practical guide to learning
about networks and as an aid to consult during and after learning. Merriam-Webster
dictionary defines a network as “a system of computers and peripherals that are
able to communicate with each other”. This system and these interconnections
cover diverse geographical spaces, ranging from the smallest area within a room or
home to a campus on a university, buildings in a city, networks between countries,
or internetworks interwoven across the span of oceans. Yes, we are truly globally
connected, and it is through the nature and spaces of these interconnecting systems
we cast out our net and grow in personal skill and aptitude.

CompTIA’s Network+ covers precise knowledge and skills in networking
technologies. The skills we will learn throughout the following chapters encompass
networking fundamentals, network implementations, network operations, network
security, and network troubleshooting. Our map is the CompTIA Network+
objectives. Our guide is in the learning material and subject matter. Our purpose is
to cast the net of learning and consolidate our reach and aim. Our mission is to cast
the net of learning wide!

Structure

This chapter will cover the following topics:
e The need for standards
e The OSI model
e The seven layers of the OSI model

e Data encapsulation and decapsulation (within the context of the OSI model)

Objectives

After reading this chapter, you will be able to compare and contrast the layers of the
OSI'model. You will also be able to understand protocol architectures and appreciate
the need for standards and protocols, breaking down the overall functionality of
data transmission into its constituent parts.

The need for standards

Often when new systems of communication emerge and evolve, the way they
grow and develop is not necessarily evenly distributed. This occurs especially in
the case of a global system, where changes are not limited to local or even regional
factors. The way global systems spread, and scale is not geographically, logistically,
or uniformly measured over time. Technology and networking are not immune to
this disruptive but initially fragmented means of growth. When we go back to the
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inception, evolution, and proliferation of networks and observe how these networks
and networking technologies have expanded throughout the world, especially from
the early 80s, the need for organizational standards and guidelines is apparent. When
you have technology as a diverse globally distributed phenomenon, it is even more
apparent that there must be guiding principles to keep everything intact, orderly,
flowing smoothly, and operating in a somewhat cohesive reliable fashion. Three
words will stand you through the test of time in expressing the critical nature of
having standards in place to copper fasten the growth and expansion of networking.
These words are interoperability, compatibility, and scalability. Unless one considers
all of these three areas and what they signify, in physical or logical internetworking
operations, what you manufacture, design, innovate, or implement may not work
in the landscape of a global operation or indeed within the network infrastructure
itself. In real-world operations, organizing principles and standards are a must.
When discussing networking, the OSI model (and other models such as TCP/IP)
could be identified as the universal language for exchanging and discussing ideas
about networking functionality and computer network operation and design.

Standards versus protocols

When one considers what is meant by standards, we usually qualify the word with
low, poor, high, or excellent as a descriptor. In essence, standards are sought as a level
of quality, achievement, and so on that is considered acceptable or desirable. In the narrative
of networking, this is what occurred when multiple organizations were brought
together to put shape and order to networks as they were expanding in the early
decades of growth. Participants and experts hailed from many disciplines. Without
proper handling of growth, this expansion of networking could have been an outright
chaotic catastrophe. The gathering of minds and expertise met the challenges and
problems posed. Regarding standards, one could then well ask, is there a difference
between standards and protocols in discussing networking fundamentals? If there
is, why is it good to mentally sharpen this distinction? As we move through the
chapters, you will see why fine-tuning your definitions and spotting differences
optimizes your understanding of networking concepts and practices. So, let us begin.
Organizational standards mainly apply to people: what they create, manufacture,
design, engineer, and build. Bodies that control these standards essentially seek
uniformity in terms of quality in processes, methods, high quality, efficiency, and
workability in tactical policies and procedures. But it would not be amiss to say that
standards and the use of standards indicate or relates to the production and labor
of people. Protocols, when one pursues networking, relate specifically to data. A
network protocol is a set of rules for formatting and processing data. And there we
have the difference. True to say that protocols are made and implemented by people
but when one speaks of protocols, one is directly considering what the function
of the protocol is, the way the data is formatted or presented, why a given rule is
required for data transmission, the impact of the protocol on data, and its role in
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networking as a practical thing. In short, when we think of standards, we associate
organizational standards with people, when we think about protocols, we associate
protocols with data. As networking evolved over the decades, organizational
standards helped to make worldwide networking a viable venture. Protocols make
networking functions possible.

The OSI model

The Open Systems Interconnection (OSI) model was developed in the 1970s by
the International Organization for Standardization (ISO) and adopted as an
international standard in 1984. We might always remember the impact a tongue
twister has when we look at these two acronyms—where ISO created the OSI
model. Plus, there may be a double impact when the organization as ISO is actually
stated in a different order to the organization’s first letters and to top it off, the
organization cites that it was never intended to be an acronym to begin with. Such
is the mental confusion at times. One thing you will learn as an individual in the
world of technology is, that it is a lavish mental landscape populated and lush with
acronyms. You may even have been greeted with a smile and nod of welcome to the
acronym land on a new course of networking study. And what a truism! To counter
acronym overload, we will manage the acronyms, non-acronyms, and backronyms as
we move through the chapter content.

The OSI model was originally developed as a universal standard for creating
networks. It provides us with a great teaching tool to understand networking
fundamentals. The ISO model is a conceptual framework akin to a blueprint an
architect may be given on a house or larger structure. It is a reference guide for all
kinds of specialisms in the field of networking practice. The OSI model is used to
describe the functions of a networking system. When referred to as a guide, it assists
us in understanding the flow of data as it travels across the network and between
networks and explains what happens to the data along the way. The model is broken
down into seven layers. Each layer handles the functions and tasks in hardware
and software to promote error-free data transmission. Just like the architect who
successfully adheres to the blueprint is guaranteed to achieve an appropriate
mapping of the structure he is designing; a network engineer, electrician, hardware
manufacturer, or software developer is able to achieve success when following the
guidelines and adhering to the rules of the OSI model. Think of it like a big-picture
puzzle or jigsaw. Although one piece is independent in its own right, it still holds



