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127.0.0.1

CRITICAL HIGH MEDIUM LOW INFO

Vulnerabilities Total: 62

SEVERITY CVSS PLUGIN NAME

6.4 51192 SSL Certificate Cannot Be Trusted

6.4 57582 SSL Self-Signed Certificate

6.1 104743  TLS Version 1.0 Protocol Detection

5.0 35291 SSL Certificate Signed Using Weak Hashing Algorithm

5.0 45411 SSL Certificate with Wrong Hostname

5.0 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

INFO N/A 110095  Authentication Success

INFO N/A 34098 BIOS Info (SSH)

INFO N/A 45590 Common Platform Enumeration (CPE)

INFO N/A 55472 Device Hostname

INFO N/A 54615 Device Type

INFO N/A 111529  Docker Container Number of Changed Files

INFO N/A 93561 Docker Service Detection

INFO N/A 19689 Embedded Web Server Detection

INFO N/A 25203 Enumerate IPv4 Interfaces via SSH

INFO N/A 25202 Enumerate IPv6 Interfaces via SSH

INFO N/A 33276 Enumerate MAC Addresses via SSH

INFO N/A 35716 Ethernet Card Manufacturer Detection

INFO N/A 86420 Ethernet MAC Addresses
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INFO N/A 56310 Firewall Rule Enumeration

INFO N/A 84502 HSTS Missing From HTTPS Server

INFO N/A 43111 HTTP Methods Allowed (per directory)

IN[e) N/A 10107 HTTP Server Type and Version

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 24260 HyperText Transfer Protocol (HTTP) Information

INFO N/A 95928 Linux User List Enumeration

INFO N/A 117887 Local Checks Enabled

IN[e] N/A 45433 Memory Information (via DMI)

INFO N/A 19506 Nessus Scan Information

INFO N/A 10147 Nessus Server Detection

INFO N/A 58651 Netstat Active Connections

INFO N/A 64582 Netstat Connection Information

INFO N/A 14272 Netstat Portscanner (SSH)

INFO N/A 11936 OS lIdentification

INFO N/A 97993 OS Identification and Installed Software Enumeration over SSH v2 (Using
New SSH Library)

INFO N/A 56822 OpenVAS Manager / Administrator Detection

INFO N/A 45432 Processor Information (via DMI)

INFO N/A 25221 Remote listeners enumeration (Linux / AlX)

INFO N/A 70657 SSH Algorithms and Languages Supported

INFO N/A 10881 SSH Protocol Versions Supported

INFO N/A 10267 SSH Server Type and Version Information

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 45410 SSL Certificate 'commonName' Mismatch

INFO N/A 83298 SSL Certificate Chain Contains Certificates Expiring Soon
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N/A 42981 SSL Certificate Expiry - Future Expiry

N/A 10863 SSL Certificate Information

N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported
N/A 21643  SSL Cipher Suites Supported

N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported
N/A 35297 SSL Service Requests Client Certificate

N/A 22964  Service Detection

N/A 22869 Software Enumeration (SSH)

N/A 42822 Strict Transport Security (STS) Detection

N/A 35351 System Information Enumeration (via DMI)

N/A 121010  TLS Version 1.1 Protocol Detection

N/A 136318  TLS Version 1.2 Protocol Detection

N/A 138330  TLS Version 1.3 Protocol Detection

N/A 56468 Time of Last System Startup

N/A 83303 Unix / Linux - Local Users Information : Passwords Never Expire
N/A 110483  Unix / Linux Running Processes Information

N/A 10302 Web Server robots.txt Information Disclosure

N/A 66717  mDNS Detection (Local Network)
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